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Agenda of the Open Session of the Board of Governors of

Tuesday, March 31, 2026, from 4:20pm to 7:30pm at

Alumni Hall, Room 102 and Via Teams

# Title Lead/Support Action Time
1 Call to Order and Land Acknowledgement S. MacDonald Procedure 4:20
2 Consent Agenda S. MacDonald Approval 4:21
Iltems Listed at Bottom of Agenda
3. Employee Benefits Renewal D. MacKenzie/ Approval 4:22
J. Ngobia
MOTION: That the Employee Benefits Renewal be
approved.
4. Modification of the Action Plan M.A. McMahon/ | Approval 4:27
J. Ngobia/
MOTION: That the modified Action Plan be K. Richard
approved.
5. Training — Cybersecurity Oversight R. DeRooy Information | 4:40
- BREAK 5:25
6. Chair’s Report S. MacDonald Information | 5:35
7. President’s Report W. Rodgers Information | 5:40
8. Student Perspective Update L. Quiroa Information | 5:45
Paredes
9. 2026-2027 Operating and Capital Budgets A. MacBeath/ Approval 5:50
W. Rodgers
MOTION: That the annual operating budget of the
University for 2026-27 be approved.
MOTION: That fees for the Services of the University
be approved as proposed in the operating budget of
the University for 2026-27.
MOTION: That the annual capital budget of the
university for 2026-27 be approved.
10. Approval of External Auditors for May 1, 2025 — April A. MacBeath Approval 6:10

30, 2026.

MOTION: That Doane Grant Thornton be appointed
as external auditor for the fiscal year ended April
30, 2026, as per the terms of engagement as
outlined in their “Report to those in governance”
dated March 13, 2026; and their proposed
compensation of $87,000 (excluding relevant taxes)
for external audit services.




11.

Robertson Library Renovation Project

MOTION: That management be authorized to make
expenditures to a Maximum Transaction Value of
$5.0 Million as may be required to execute the
renovation of the Robertson Library.

A. MacBeath

Approval

6:15

12.

Atlantic Veterinary College Project
MOTION: That management be authorized to:

i.  Make expenditures to a Maximum
Transaction Value of $27.1 Million as may
be required to execute this project, and

ii.  Contract with Royal Bank of Canada for a
revolving term credit facility up to 527.1
Million to finance hard and soft costs directly
associated this project pursuant to s.17(1) (b)
and 17(3) of the University Act? (i.e.,
Limitations on spending powers), and

iii. Initiate a competitive process to procure a
long-term debt facility replacing the
revolving term credit facility upon
substantial completion of the project in an
amount up to $27.1 Million; having an
amortization period of up to twenty (20)
years.

A. MacBeath

Approval

6:20

13.

Board of Governors Appointments and Renewals

MOTION: That Kathy Martin be appointed to the
Property and Environmental Sustainability
Commiittee and Chad Mann be appointed to the
Finance, Audit and Risk Committee, effective
immediately.

K. Creighan

Information

6:30

14.

Appointment of Student Members

MOTION: That section 4.3 c. of the By-Laws of the
Board be repealed.

K. Creighan

Decision

6:35

15.

Senate Report to the Board

M. A. McMahon

Information

6:45

16.

Approval of policies
a) Sale of Course Materials Policy
MOTION: That the amended Sale of Course
Materials Policy be approved.

b) Harassment and Discrimination Policy
MOTION: That the new Harassment and
Discrimination Policy be endorsed.

a) K. Creighan
b) S. MacDonald
¢) S. MacDonald

Approval

6:50



https://www.princeedwardisland.ca/sites/default/files/legislation/u-04-university_act.pdf

c) Sexual Violence Policy
MOTION: That the amended Sexual Violence
Policy be endorsed.

17. In-Camera Session S. MacDonald Procedure 7:20
MOTION: That the Board move to an in-camera
session.
MOTION: That the Board move to an open session.
18. Adjournment S. MacDonald Procedure 7:50
2. Consent Agenda -

APPROVED UNDER CONSENT

a. Mar 31, 2026, Open Session Agenda

b. Dec 2, 2025, Minutes of Open Session

c. Jan 26, 2026, Record of Decision on Appointment
of Committee member

d. Appointment of members of the Sponsor Board of
the University Pension Plan

e. Appointment of Comptroller as Director of
Finance and Administration

RECEIVED UNDER CONSENT
f. Governance Review Implementation Update
g. CCOC 2025-2026 Workplan

Committee quarterly reports

h. Quarterly report of the Property and
Environmental Sustainability Committee

i. Quarterly report of the Development, Fundraising
and External Relations Committee

j. Quarterly report of the Finance, Audit and Risk
Committee

k. Quarterly report of the Governance, Nominating
and Appeals Committee

I.  Quarterly report of the Campus Culture Oversight
Committee

m. Quarterly report of the Human Resources
Committee

n. Quarterly report of the Executive Committee

Other documents received for information
0. SVPRO Annual Report

Transmitted on March 24, 2026

Pascal Robichaud,
University Secretary




NG UNIVERSITY BRIEFING NOTE
Q ISLAND

Purpose: DISCUSSION/DECISION

Subject: UPEI Benefits Renewal - Rate Changes May 1,2026

Prepared by:  Megan Gee, Manager, Compensation and Benefits

Prepared for: Board of Governors

Date: February 17,2026

ISSUE

As part of our annual benefits renewal process, this briefing note is to inform the Board and request
approval for the following rates to be implemented on May 1, 2026.

BACKGROUND

UPEI is a member of Interuniversity Services Inc. (ISI), a not-for-profit organization that coordinates volume
purchasing arrangements for member institutions across Atlantic Canada. Through this partnership, UPEI
benefits from reduced fees, cost efficiencies, and enhanced coverage options while retaining full
independence over its own plan design.

Under this structure, ISI negotiates carrier contracts, underwriting methodology, and rates on behalf of
participating institutions. These details are reviewed by the ISI Benefits Committee in November and then
communicated to UPEI’s internal benefits committees.

Each year, the Committee(s) review the recommendations in consultation with our benefits consultant, HUB.
At their December meetings, the University’s Joint Benefits Advisory Committee, Joint Benefits Management
Committee, and Supplementary Health Trusteeship considered the required renewal rate changes of the
Carriers against the financial position of the Plan(s). (The structure of each benefit committee is outlined in
Appendix Three.)

The committees recommend that the Board approve the rate adjustments and authorize the use of plan
surplus accounts or Unrestricted Deposit Accounts (UDA) to maintain rate stability and reconcile differences
between contract rates (required by the carrier) and remitted rates (paid to the carrier), as detailed in
Appendix One.

Each benefit has distinct underwriting arrangements that influence the financial risk of the Plan and the
determination of contract rates. These underwriting arrangements are identified within each section, with a
summary of the plan provided in Appendix Two.

DISCUSSION/DECISION: OPTIONS AND RATIONALE
Life Insurance (All) - ISI Pooled Group Benefit
Required Contract Rate change:

e The carrier’s contract rate (Manulife) increased by 8.6%, from $0.174 per $1,000 to $0.189 per
$1,000.
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Recommendation:

e Increase the remitted rate (employee/employer premium) by 7.5%, from $0.157 per $1,000 to
$0.169 per $1,000. The Unrestricted Deposit Account (UDA) will continue to subsidize the rate
increase this year as the recommended remitted rate is below the carrier's contract rate of $0.02 per
$1,000.

Key Considerations:

e UPEI experienced a high claim year, with 14 life claims.

e Over the past five years, life claims have increased by 15%, from $1,778,000 to $2,045,000.

e The plan reported a deficit this year, requiring a deficit recovery premium to be added to the contract
rate to be paid off over a four-year period. This adds a deficit recovery premium of $0.021 per $1,000
to the contract rate.

e The UDA currently represents approximately 74% of the life renewal premium, valued at $381,000,
and is subsidizing the contract rate by $0.02 per $1,000.

Faculty Long-Term Disability (LTD) - ISI Pooled Group Benefit

Required Contract Rate change:

e The carrier’s contract rate (Manulife) increased by 9.5%, from $1.876 per $100 to $2.054 per
$100.

Recommendation:

e The remitted rate will increase by 30% from $1.359/$100 to $1.787/$100. The UDA will
fund $0.267/$100 of the contract rate. The Unrestricted Deposit Account (UDA) will continue
to subsidize the rate increase this year as the recommended remitted rate is below the carrier's
contract rate. Estimated cost to UDA is $57,000.

Key Considerations:

e Theremitted rate remains relatively low following several years with no LTD claims. Recently, the
Committee has made slight increases to the remitted rate and utilized the plan surplus. This will
continue to help align with the higher contract rate driven by recent Plan experience and claims.

e Total claimants over the five-year experience period increased from four to six.

e Active claimants rose from one last year to three this year.

e The Unrestricted Deposit Account (UDA) currently represents approximately 53% of the LTD
renewal premium, valued at $235,000.

e The ISI non-taxable pooled group is in deficit recovery, which has been ongoing for the past few
years. However, favourable experience within the pooled group reduced the deficit recovery
premium from $0.208 per $100 to $0.110 per $100. (Deficits are repaid over a four-year period.)

e This benefitis 100% employee-paid and has no cost impact to UPEI.

Staff - Long Term Disability (LTD) - ISI Pooled Taxable Group Benefit
Required Contract Rate change:

e The carrier’s contract rate (Manulife) decreased by 7.8%, from $2.732 per $100 to $2.520 per
$100.
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Recommendation:

e Maintain the current remitted rate of $2.541 per $100. Since the remitted rate exceeds the
contract rate, the difference of $0.021 per $100 will be deposited into the Plan’s Unrestricted Deposit
Account (UDA) to help stabilize future rates. The estimated contribution to the UDA is $6,000.

Key Considerations:

e Total claimants increased from 13 to 14 this year, with four new claims and five active claims,
representing a reduction of two active claims from the previous year.

e UPEIremains in deficit recovery due to high claim experience in the prior year. The pooled group also
experienced a high-claims year, increasing the deficit recovery premium from $0.106 per $100 to
$0.331 per $100. However, UPEI’s plan had favourable experience, resulting in a 16.6% decrease in
the contract rate.

e The Staff LTD Unrestricted Deposit Account (UDA) represents approximately 38% of the annual
renewal premium, valued at $296,000.

Faculty - Supplementary Health and Dental -Administrative Services Only (ASO

Recommendation

¢ Toincrease health rates by 5% and increase dental rates by 5% for the upcoming fiscal year
2026/2027.

Key Considerations:

e The consultant recommended an 8% increase to health premiums and a 6.4% increase to dental
premiums.

e During the reporting period, the plan reported a deficit of around $53,059.

e The closing ASO financial position is $905,219, down from $993,758 in the prior year, representing
51% of the annual projected claims (previously 59%).

e Asthe Plan is not implementing the full recommended increase, the Plan Surplus will continue to
subsidize rates. However, the proposed adjustment supports a gradual approach to aligning premiums
with actual paid claims.

Plan Design

The Committee is currently reviewing Plan Design within a cost-neutral framework. The guiding principles
for the redesign include wellness orientation, financial protection and sustainability, inclusivity and equity,
and balanced plan design.

The Committee is engaging with the Faculty Association to review the recommended changes, with the goal
of better supporting plan members.
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Trusteeship - Staff Supplementary Health Care - (ASQO)

Recommendation

e Toincrease health rates by 2% and increase dental rates by 5% for the upcoming fiscal year
2026/2027.

Key Considerations

e The Supplementary Health Trust has been subsidizing rates in recent years; however, increased
membership has helped offset the projected rate increases previously anticipated for the upcoming
fiscal.

e The closing ASO financial position is a balance of approximately $668,000 as of April 30, 2026,
representing 22.8% of the 2026/27 annual projected claims plus expenses. This surplus level falls
within the recommended range of 20%-30% required to ensure plan stability.

e The consultant recommended no increase to health premiums and a 10.8% increase to dental
premiums.

¢ To maintain alignment between premiums and paid claims while ensuring stability, the Trust
recommends a modest 2% increase to health premiums and implementing half of the recommended
dental increase. By implementing these increases, we are expected to break even, whereby premiums
will cover expected claims plus expenses.

INFORMATION ONLY - RATE REQUIRED BY CARRIER NO DECISION TO BE MADE
Accidental Death and Dismemberment (AD&D) (All) - ISI Pooled Group Benefit

Required Contract Rate:

e The carrier, Beneva, has indicated no change to the current rates of $0.012/$1,000.
e Rate guaranteed until April 1, 2028.

Travel Benefit - ISI Pooled Group Benefit

Notice of Carrier Change: Following an RFP conducted by the ISI Benefits Committee, UPEI will transition
from Beneva to Medavie Blue Cross for Emergency Medical Travel Insurance effective April 1, 2026. This
change provides enhanced value and improved services while maintaining the core policy language, along
with a negotiated rate decrease at a time when travel insurance rates are rising across the industry.

Faculty -Travel Benefit

Required Rate:
e The Carrier, Medavie Blue Cross, has confirmed a required rate decrease of 32%
e Faculty rates will decrease from $7.88 to $5.37 for single coverage, and from $15.77 to $10.73 for
family coverage.

Staff -Travel Benefit

Required Rate:

e The Carrier, Medavie Blue Cross, has confirmed a required rate decrease of 32%
e Staff rates will decrease from $8.07 to $5.49 for single coverage, and from $16.12 to $10.97 for family
coverage.

Page 4 of 11



G D IVERSITY BRIEFING NOTE
Q) ISLAND

Emplovee Family Assistance Program (EFAP) (All) - ISI Group Benefit

Required Rate: The Carrier, GreenShield, has confirmed that rates will not change. Rates may fluctuate
based on utilization.

e UPEI's projected utilization is 15.2%.
e The top three categories of utilization for counselling services were related to assistance in stress,
anxiety, and depression.

OVERALL BENEFIT RENEWAL COST IMPACT
The recommended changes to UPEI's Group Benefit Premiums for 2026/2027 will result in the following:

e Estimated overall premium impact increase of $201,015

e Estimated increase in the employer’s (UPEI) cost impact is equal to $68,799
e Estimated increase in Staff cost impact is equal to $9,599

e Estimated increase in Faculty cost impact is equal to $122,617

The estimated cost impact for each benefit is summarized in Appendix Four.

DISCUSSION/DECISION: RECOMMENDATION

e RECOMMENDED MOTION: That the Board Human Resources Committee recommends to the Board
of Governors the approval of the remitted premium rates for Supplemental Health & Dental Insurance
(Staff and Faculty), Group Life Insurance, and Long-Term Disability (Staff and Faculty) effective May 1,
2026.

APPENDICES
Appendix One: Summary of 2026 Renewal Rate Recommendations
Appendix Two: Insurance Underwriting Arrangements by benefit
Appendix Three: Committee Structure

Appendix Four: Estimated Renewal Cost Impact Summary
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APPENDIX ONE: Summary of 2026 Renewal Rate Recommendations
SUMMARY OF 2026 RENEWAL RATE RECOMMENDATIONS

Current Renewal
Rates Rates
Group Benefit May 1, 2026 % Change Employee Paid =mployer
Paid
GROUP LIFE (Manulife) & AD&D (Beneva)
Faculty/ [
Sta Group Life
Contract Rate $0.174/$1,000 $0.189/$1,000 The contract rate is
Increasing by 8.6%,
Remitted Rate $0.157/$1,000 $0.169/$1,000 The remitted rate is Staff: 33%* Staff: 607%
increasing by 7.5% F*acult’)r/l: 300% Faculty: 0%
AD&D $0.012/$1,000  $0.012/$1,000 No Change Benefit Credit
LONG-TERM DISABILITY (Manulife)
Faculty Long Term Disability (non-taxable plan)
Contract Rate $1.876/$100 $2.054/$100 The contract rate is
increasing by 9.5%,
------------------------------------------------------------------------------------------------------------------ 100% 0%
Remitted Rate $1.359/$100 $1.787/$100 The remified rate is ° °
increasing by 30%
Staff | ong Term Disability (taxable plan)
Contract Rate $2.732/$100 $2.520/$100 The contract rate is
decreasing by 7.8%,
33% 67%
Remitted Rate $2.541/$100 $2.541/$100 No change to
the remitted rate
HEALTH & DENTAL (Medavie Blue Cross)
Faculty _Supplementary Health Benefits oo e e neeeeeeeeeeeeeeennneeeeeeeeeesennnneeeeeeeeeennnnnnes
Health Single $86.91 .. $9126
lfamily $226.29 $237.61
Nental  Single $57.15 $60.01 5% increase (Health) 27 EQoL A2 BN
Family $124.58 $130.81 5% increase (Dental)
Toton Single $144.06 $151.27
Family $350.87 $368.42
Staff Supplementary Health Benefits
Single _______. $88.81 ... $90.99 .. CUPE - 50% FI
Heallh  Eamily 5229 88 $234.47 (19.94%)" CUPE — 80.06%
Nental Single $38.93 $40.88 2% i_ncrease (Health) IBEW - 25% FI (9.98%)** IBEW — 90.02%
Family $84.72 $88.96 5% increase (Dental) Contract Admin- 25% Contract - 75%
Total Sing!e $127.74 $131.47 Part-time - 50% Part-time — 50%
Family $314.60 $323.43
EMERGENCY MEDICAL TRAVEL INSURANCE (Medavie Blue Cross)
Faculty Traval Single $7.88 i 32% decrease 37.50% 62.50%
Family $15.77 $10.73 OV 7o
Staff CUPE - 50% FI (42.8%)* CUPE — 57.2%
Single $8.06 $5.49 IBEW - 25% FI IBEW — 78.5%
Part.time - 50% Part-time - 50%
EMPLOYEE ASSISTANCE PROGRAM (GreenShield)
Staff & Employee & Family Staff: 50% Staff: 50%
Faculty Assistance Program $3.11/mth $3.11/mth No change Faculty: 37.5% Faculty: 62.5%

*As negotiated, Supplementary Health Trust employee rates are calculated based on: *50% of future increases for CUPE 1870 & CUPE 501 and **25% of
future increases for IBEW.
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APPENDIX Two: Insurance Underwriting Arrangements by benefit
Life Insurance (All) - ISI Pooled Group Benefit

The Life insurance underwriting arrangement follows a refund accounting model. UPEI continues to participate in the
ISI pooled group for life insurance benefits. Premiums are determined using a rolling 5-year experience period, with
UPEI’s renewal rate calculated based on 40% UPEI-specific experience and 60% ISI pooled group (manual) rate.

Accidental Death and Dismemberment (AD&D) (All) - ISI Pooled Group Benefit

The AD&D insurance underwriting arrangement follows a non-refund and fully pooled accounting model (fully
insured).

Faculty - Long Term Disability (LTD) - ISI Pooled Group Benefit

The LTD insurance underwriting arrangement follows a refund accounting model. The renewal rating formula for the
ISI pooled group non-taxable LTD plan is based on 40% of UPEI’s experience and 60% of the ISI non-taxable pooled
group’s experience.

Staff - Long Term Disability (LTD) - ISI Pooled Taxable Group Benefit

The LTD insurance underwriting arrangement follows a refund accounting model. UPEI continues to participate in the
ISI pooled group for Staff LTD benefits, with premiums calculated based on a 5-year experience period that combines
50% of UPEI's own experience and 50% of the ISI taxable pooled group’s (manual) rate.

Supplementary Health Care Plans - Administrative Services Only (ASO

The supplementary health and dental insurance programs are administered on a self-insured, Administrative Services
Only (ASO) basis. Under this arrangement:

e Theinsurer pays claims throughout the year.

e Atyear-end, total claims plus retention charges are compared to the total deposits (collected premiums).
o Surplus: Any surplus is credited to the policyholder (UPEI).
o Deficit: Any deficit is the responsibility of the policyholder.

Individual Large Amount Pooling

The ASO plan includes Individual Large Amount Pooling, which insures large individual claims that exceed a specified
pooling threshold. Key details:

e Claims exceeding $30,000 are removed from UPEI’s experience under this arrangement.
e Medavie Blue Cross confirmed that the pooling charge will remain unchanged at 6.39%.

Administration Fee

e Medavie Blue Cross’s administration fee will decrease from 3.1% to 2.9% of gross claims effective May 1, 2026.

Travel Benefit (All) - ISI Pooled Group Benefit

The travel insurance underwriting arrangement follows a non-refund and fully experience-rated accounting model.

Page 7 of 11



W o Princ Edvand BRIEFING NOTE
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Underwriting Arrangements
Risk Scale

ISI's AD&D, Cl and Optional Life benefits UPELl's Health and Dental benefits
ISI travel and dependent life benefits

Non-refund and Administrative
fully pooled Non-refund and fully services only
experience rated
Insurance .
Policyholder
Company Risk ¥
Risk

Non-refund and partially Refund accounted
experience rated
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APPENDIX Three: UPEI Group Benefit Committees & Structure

UPEI is part of the Interuniversity Services Inc. (ISI), a not-for-profit organization that administers volume purchasing
arrangements for member institutions throughout Atlantic Canada. UPEI benefits from this arrangement through
lower fees/costs and benefit coverage advantages while maintaining independence over our own plan.

Our consultant, HUB, provides an impartial third-party review of the ISI group experience and UPEI’s individual plan
experience to negotiate rates with our carriers and provide recommendations on best practices to ensure the
sustainability of our group plans. Each year, HUB reviews our claims history and provides our renewal rates and
recommendations for each group plan to the respected UPEI benefit committees. UPEI has three committees that
oversee UPEI's group benefit plans. Below is a summary of each committee representative and their scope.

Joint Benefits Advisory Committee

Scope: Group Life & Accidental Death & Dismemberment,
Employee & Family Assistant Plan,
Staff Travel insurance plan,
Staff Long Term Disability (Taxable) plan, and
Optional Insurance (Life & Critical Illness)

The Committee’s purpose is to make recommendations based on the information provided by our consultant to the
Board of Governors concerning changes in the design of the benefit plans, acceptance of carriers’ requests for rate
changes, implementation of legislated changes and the review and selection of plan carriers. They promote awareness
and understanding of the various employee benefit plans.

The committee consists of 14 members representing the following groups:
Group/Union Representatives
UPEI Administration 4

Faculty Association

Canadian Union of Public Employees, Local 1870

2
2
Canadian Union of Public Employees, Local 501 2
International Brotherhood of Electrical Workers, Local 1928 2

2

Contract Employees/ Non-union employees
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UPEI Supplementary Health Trustees
Scope: Staff Supplementary Health & Dental Plan

The Trust was established in 2002 due to a Memorandum of Agreement. The University of Prince Edward Island Health
and Welfare Trust Fund was established to provide supplementary health care and dental plans. The Trust Fund is
administered through a Board of Trustees to ensure that the purpose and objectives of the Plan are carried out.

In 2021 the Supplementary Health Trust transitioned to an Employee Life and Health Trust (ELHT) as required by CRA.
Due to the transition, the Trust must now submit an annual tax return.

The Board of Trustees is comprised of 6 members representing the following groups:

Group/Union Representatives
Contract Admin/ UPEI Administration 3
Canadian Union of Public Employees, Local 1870 2
Canadian Union of Public Employees, Local 501 1
Retiree Association (non-voting member) 1

Joint Benefits Management Committee

Scope: Faculty Supplementary Health & Dental Plan

Faculty Long Term Disability (non-taxable) plan
Faculty Travel Insurance plan

As per Article D5.3 of the Faculty Collective Agreement, the committee’s role is the management of the plan(s),
education, adequacy of coverage, plan design and premium review. The committee’s recommendations require
agreement from the Employer and the Faculty Association.

The Joint Benefits Management Committee consists of 4 members representing the following groups:

Group/Union Representatives
Faculty members appointed by the Association 2
UPEI Administration 2

Page 10 of 11



W %IVEEEITE BRIEFING NOTE
Q@ ISLAND

Appendix Four - Estimated Renewal Cost Impact

Page 11 of 11



suopdunssp pup sajou 10f 26vd 12400 335

TSTOEAUIT 1500 [eMaUS] JO UONEWNSS Ul pasn SUCHAWNSSY

L19'221$ [emauay 9707 105 (Qanoe) 1vedur 1503 9akodurg pareurnsa
66565 Temauay 9Z07 10j (e1s) 19edu] 3500 93 ko1dwig parewnsy
66L'89% [emauay 9707 10§ 1edw 150) Jakojdwy parewnsy
ST0'T0Z$ [EMBURY 9Z0Z 1oJ 10edw] WNjuIR.IJ PRIEWNSH
09¥'L8T'¥S YLY'892°9$ 65¥%'L90°9% umpuR.ld [enuuy
9TE'68T$ 0L96T$ 9%9'2T$ 9TEZES 9€L'08Y$ 6TH'8YF$ Te10L
1204 sy 59361 03 98ueN oN ‘wniwad gAY Jo %00T Aed Knoey se s 10y Ajuo st wniwoaid ¥ yIzTI$ 0$ 0$ 03 L19'sZ$ %00 L19'5T$ e/u asay
UMD [PMOUSLEAIUE O 0L SIUSSILAL S3URIE] VAN I8 701818 0L9'6T$ 9p9°Z1$ oTE'ZES 8T1'S5t$ %L 20822t 000'78¢$ A ujof

PONIUWIAI 03 ISLDIUT 95" "AT9A0DIL IDYIP %9°ZT JO dAISNOUT LI DBIIU0D 03 ISLIIOUT %98 "winfwaad 3J1 Jo %00T Aed Amoey sejges 10y Auo st wnwaad g

LIV'ILES SET'TS Z'or$ LLETTS ETT6LOTS 9EL'LIOTS el
9707 ‘T AP 10J S9IBI [PABI] 0] 9SEIDAP U4ZE + 19911191 PUE AIIIE 10] 9181 [9AEI] 23150dW0]) Terees YZLT$- 255'GTS- LLTLTS- £6L°0 %0'Z8- 0L0Y e/u JoARI]
*SIAUWABUELIE 9.16Ys 1500 2IENSN[T 03 poreaedas ‘oouorradxo oanoe im pojey  0E0F9Z$ Y6E'T$ £LSTTS LI6'ETS T0€'€67$ %0'S SEE'6LTS [Euag (221194)
anoqe papnpur
“sjuawaSUE.LIE 218Ys 1500 2E1SN[[1 0 pojetedas foouaLiodxa oanoe M pojey  99TFLI$ 997§ 1ZZETS L89VTS 8T06VLS %0T TEEVELS e pepnp weaH nes
260°6L8'T$ SETT$ S£9'8% 0L80T$ EVV'96¥'T$ 2LS'SBY'T$ eoL
920 ‘T KB 10 S3T61 [PAC] 01 3SEAI03D Yo7 € + 291130 PUE SANIE 10f S3EX (DAL 93150duw0) 190, 5§ 69§ £6L°9 82L'EES- 678TL$ %0'zE- LSS'S0T$ e/u PaeL],
°9207 ‘T Aey 10J a8uey oN wnward dy4g Jo uontod yeas swuasoadoy  0E6'ET$ 0$ 0$ 0$ 098'22$ %00 098'L2$ B/u v
5207 ‘0 19quoIdos 1e SE UAWANEIS [EuENY U0 poseq st sidns pajewIISE g+ poruswRldur {(puan suep [enuue 9y wo poseq) oseow %por -85 00EF vrrTs s stoes ETEESHS %S 8622EVS , [awd
& pa1sasBns suonesyHsNl gNH [E3U9( 104 *Yhz+ poruswd|dut {(PUo.L SWIE[ [ENUUE 94S°G UO Paseq) ISEaIdUL Y40 Ue poje[nafen suoneoyusnl gH Wieay 104 Z9T'TE6$ 9zL'v$ 8S7'8T$ ¥86'72$ SOTZLTTS %0T T8T'6V1TS 9sTOYS wieaH (Ganov)
“wnpwaad [emopual 4L140 %8E siuasaada snjdins 28E9TS$ 0$ 08 0s SL9'OLLS %00 SLO'OLLS 000962$ awrt es

PalBWNSa YL YN 241 03 partsodap aq 01 asualagi( ‘(a9 parenisn([[)aSueyd ou 3Iel PaNIAL (AI9A0IT JDYIP %97 T JO JAISN[IUI /', PISEAIIAP 2IEI IBNUO]

£59'6LES 9LE'LS £6ZT1$ 699'61$ YHI'L09$ SLL'LBSS eoL
"9Z07 ‘T A 10J S91E1 [9ABL] 03 9SES100P Y57 € 1991131 PUE SAIIIE 0] a1ed [aAR) dJisodilio] 6I'TTS$ 5T %6TE" zIE9 e/u paeLL
“S)UAWABURLIE 12ys 1500 AIES[[1 03 poreaedos ouaLiadxe aAoE qum pojey  ZBZEETS 808'c$ %0 £60'€02$ [@uag (e2ana4)
anoqe papnput
*SJUSWABUELIE 1Y 150D 23LSN[[1 03 paretedas ‘eouatadxa aanoe yum payey  LLT'SET$ 61L9 66T'TTS 8TOLTS ¥8TILES %0'S 99€'B5ES Aaepepnpu WEIH Kmoey
786'L9L$ 008T01$ £86'V7$ £8L'921$ 6ELV09'TS 9S6'LLY'TS TeoL
‘9702 ‘T AR\ 10J S9IB1 [PAR) 03 95B2.00P U4Z€ 10911391 PUE DAIIE 10 9IB [DART) 23150dW0]) 995'1Z$ £L0°9- TZT0T$- Y6T'9T$- 905pS %6 TE- 00L'0" e/u ALY,
38 ur a8uey oN winwaad gyag Jo uondod Amoey syuasaday 6£27°6$ 0$ 0% 0$ 8LYT$ %00 ZBLYTS e/u dvdd
16202 ‘L€ AIn[Jo se s1 snidng 99uey> 4 poruswoIdu {(pussy SWIE EnuLE Yop wo poseq) I8¢ 5978 085'L$ ££97TS z12'02$ 85Y'VTHS %0'S 9VTHOVS ) [euag
9$E21IUL Yo$'9 € papLacad suoneoynsnl gNH ‘[IUIQ 104 ISEIDUL %5§ paIudwddwit {(PUaL) SWIEL) [ERULE %G UO PISE]) ISEUL Y58 € PIIE[NI[EI ANH WL 104 T68'TLYS £8YETS 1LY'Z28 ¥56'SE$ 920'55LS %0'S ZLO'6TLS eresoes nEaH (aandY)
‘s id EMsUST G110 ES Sitiassidal Snjdinis PaRiiinss 5t L S5t VAN ot Wl UMEipipim Siisg 0% T18'98§ 0§ T1898§ L96'SLES Y0°0E LST'682§ 000528 ait Kmoey
SIPINIWA WO dOUSIIP YL 213 PAILNSI[[L ST YIIYM /50€ PASEaIOUT 211 PaRIWal ayy ‘(papnjpur £12400 119Yap 040°9) Y% G'6 PISEAIIUI I [E101 Y] 1EaA SIY,
ieMsiiay
sakojdwiz 1ahojduiz wniwaig wnjwaid [eoL wniwaig
SusWWo) 3504 - Bieys winjwaig [emauay snjding pajewns3 woueg ued
1okopdua 0L asueyy § a3ueyy ¢ a3ueyd ¢ uraSueyy%  |enuuyjuaun)
9z-Ken-1 Jemausy

Joeduw| 3509 [eMaURY pajewns3
pue|s] pJemp3 3dulid Jo AJsiaalun



Title UPEl Action Plan - Proposed Revisions
Audience Board of Governors
Created by Kate Richard, Program Manager for the Action Plan Implementation
Date March 3lst, 2026
Background

The University is currently almost 3 years into the implementation of the Action Plan, and along with moving forward with the Year 2 implementation plan commitments, has also recently
completed the communication roll out of the first audit opinion.

The scope of the initial auditincluded Year 0 and Year | of the Action Plan implementation and resulted in an opinion statin g that “...the UPEl Implementation Plan for the period from May |,
2023 - April 30, 2025, was implemented, in all material respects, in accordance with the applicable criteria.”

A Recommendations Report was included as part of the audit deliverables. This report gave 3 recommendations for UPEl to consider as we continue in the implementation of the Action Plan.
(ne of which was to “Optimize Action Plan Delivery: aligning priorities with institutional capacity”. In addition to this recommendation, we continue to hear from the UPEl community that the
Action Plan implementation is viewed as a “checklist exercise”, with concern that the focus is too much on checking boxes as opposed to implementing real change.

The university is listening to this feedback and as the midpaint of the Action Plan implementation nears, it understands the importance of taking time to pause and reassess.
Purpose of review
A review of the Action Plan has been completed to:

e ensure the remaining initiatives arestill appropriate and can realistically still beimplemented within the defined timeline, with consideration for the changing environment, institutional
priorities and organizational capacity
e prioritize finding a way to effectively assess the outcomes of the Action Plan, to ensure that the desired goals are met,

Process for review

To support an effective review of the remaining Action Planinitiatives, items were grouped into six categories based on their purpose or deliverables: Feedback and Consultation; Reporting and
Disclosure; EDI Department (structure and responsibilities); Training; Palicies (Harassment and Discrimination Palicy and Sexual Violence Palicy); and Other. The categories were then reviewed
by members of the implementation team. This approach improved clarity, helped identify overlaps or duplications in the work, and highlighted opportunities for increased efficiency.

Following review of the revisions within the Senior Executive Team, the revised Action Plan will go to the Board of Governors for approval, with recommendation from the Campus Culture
(versight Committee.




Summary of Revisions
Overall, there are proposed changes to the timeline and/or language of approximately 18% of the total Supporting Actions in the Action Plan.

A summary of the proposed changes can be found below in the chart (s) below and a more detailed explanation of each Supporting Action Change isincluded at the end of this document, which
provides a change status for all Supporting Actions defined in the Action Plan.

Proposed Change Status by Goal Action Plan Supporting Actions
45
40
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| i
0 B Complete
Goal 1 Acknowledgement Goal 2 Strengthen Goal 3 Improved Campus Goal 4 Prevent and
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Summary of Proposed Change to the UPEI Action Plan

Goal 1: Acknowledge and Accountability to the UPEI

Review

Goal 2: Strengthen Governance and Leadership

= Lot tin] o PEl Advi . ot
the-Status-of WomenEquatity ReportCard

This item is being re-reviewed. The university will
be consulting with the council and other
stakeholders to clarify the nature of this
commitment.

Adjustment to how the leadership training strategy
will be implemented, including removing the
commitment to creating a formal Leadership Training
Office and extending the timeline of the
implementation (including the development of a
training calendar and process to track participation)
through to Year 5.

Impacting 5
Supporting
Actions

Goal 3: Improved Campus Culture

Goal 4: Prevent and Address Discrimination, Harm and

Violence

Combining like actions relating to a continued Impacting 3 Revisions to the actions relating to the replacement Impacting 6
commitment to listening and idea sharing to allow Supporting of the FTP to reflect only those commitments Supporting
for efficiencies in implementation Actions completely within the University’s control Actions
Revising “360-degree” reference to align with Impacting 2 Revisions to remove dependencies on the new Impacting 8
performance review process approved by Board of Supporting Harassment and Discrimination Policy Supporting
Governors Actions Actions
Adjustment to the cadence to the Employee Impacting 3 Removal of requirement for another move of the Impacting 1
Engagement Survey Supporting SVPRO office Supporting

Actions Action
Revision to the timeline and language of the Impacting 1 Extending the timeline to making the Preventing Impacting 2
commitment regarding staff classification Supporting Sexualized Violence course mandatory for staff and Supporting

Action faculty Actions
Updating the timeline for implementation of Impacting 1
performance reviews Supporting

Action
Revision to the frequency of EDI training for Impacting 1
Security Services Supporting

Action
Revision to remove dependency on the new Impacting 1
Harassment and Discrimination Policy Supporting

Action




GOAL 1

ACKNOWLEDGE AND DEMONSTRATE ACCOUNTABILITY FOR THE ISSUES WITHIN THE UPEI REVIEW

Action 1 Publish the UPEI Review and acknowledge the serious issues within in
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
111 Publicly Year 0 111 Acopy of the UPEl Review has been Completed N/A

share the shared. As noted in the Review,
UPEI Review redactions were necessary.
President Redactions were made strictly to
Chair, Board comply with privacy and legal
of Governors requirements, as recommended by
external legal experts.
Year [ 1112 Information in the Review covered Completed N/A
feedback that was both current and
going back decades. To address this
constraint, the interim President
conducted 16 listening sessions with
all facets of campus to get
contemporaneous information
112  Apologize for | Year 0 [1.21  An apology was made to UPEl campus | Completed N/A
harms members through campus
caused communications, media interviews,
President and in persan by the interim
Chair, Board President and the Board Chair.
of Governors
Year (0 1122 The Action Plan contains an explicit Completed N/A

apology, which acknowledges harms
and the bravery of those who have
spoken out, as well as a commitment
to action that is signed by the Board
Chair and Interim President. The




apology and acknowledgement are
meant to signal a commitment to
listen and |earn, as a step towards
reconciliation,

113 Provide Year 113 Inthe period following the release of | Completed N/A
additional the Review, increased information on
supports to UPEl's Employee and Family
the campus Assistance Program services and
community supports was provided and additional
President in-person on campus counselling
supports were provided.
[1.3.2  Mare information on how to make Completed N/A
disclosures and reports of
harassment or discrimination
regarding senior leaders was shared
with campus members.
[1.3.3  UPE will increase staff capacity in Completed N/A
SVPRD, EDI Dffice, and Student Affairs
to provide increased levels of
support in these areas as identified
within the UPEl Review.
114 Consult Year 0 [14]  The UPEl Action Plan Advisory Group | Completed N/A
campus on was formed to provide both a campus
addressing and broader community lens for
harms consultation on how best to address
Chair. Board of harms
Governors
Board of [142 The interim President held townhalls | Completed N/A
Governors and a series of campus listening

President

SEssions




1143  The Chair of the Board, Board and Completed N/A
President have met with survivars
who have connected with us so that
UPEl can learn from their
EXPEriEnces
115 Reinforce Year -l 1191 Obtain an external review of Board Completed N/A
oversight and governance, including a review of
monitoring processes for recruitment of new
mechanisms Board members
for improved
accountability | Year | 1152 Conduct a review of senior leadership | Completed N/A
of leaders structure including ensuring duties
President and responsibilities are matched to
Chair. Board of levels of authority and clear
Governaors accountability is assigned
[1.8.3 Develop a $60-degree performance | Completed N/A
review process for President and
Senior Executive Team
GOAL 1 ACKNOWLEDGE AND DEMONSTRATE ACCOUNTABILITY FOR THE ISSUES WITHIN THE UPEI REVIEW
Action 2 Commit to addressing all the recommendations within the UPEI Review
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
121  Publicly state 1211 The Action Plan contains a public N/A
Year Completed

UPEl's
commitment
to change and
accountability

statement committing to
accountability and the UPEI Review
recommendations, as well as
additional components developed
through feedback provided by the




President
Chair, Board of

Governors

Action Plan Advisory Group and
through campus listening sessions.

1212

Through both the Action Plan
Advisory Group and the listening
sessions. the University has
consulted with the community and
used the consultation feedback to
inform response to the UPEl Review
recommendations within the Action

Plan

Completed

N/A

122  Develop an
Advisory
Group for
input on plan
development
President

Year 0

1221

UPEl issued a call for expressions
of interest for community members
to participate on the Action Plan
Advisory Group with goal of broad
community representation.

Completed

N/A

12.2.2

The University used an external
facilitator to consult with the
Advisory Group to gather feedback
and provide guidance to help
inform actions.

Completed

N/A

12.2.3

Throughout the process,
information on the progress of the
Advisory Group was shared with
CAmpus.

Completed

N/A

12.3  Engage in
ongoing
consultation

President
Senior
Executive Team

Year 0-5

2.3

UPEl leadership will maintain an
enhanced |evel of consultation with
the campus community. These
consultations will include
opportunities like the previously
held town halls and campus
listening sessions, as well as new
employee and student engagement
channels.

No proposed change

N/A




Year 2-3 12.3.2 Develop and deliver a mid-plan No proposed change N/A
consultation to gauge campus and
community members' input on

progress.

GOAL 1 ACKNOWLEDGE AND DEMONSTRATE ACCOUNTABILITY FOR THE ISSUES WITHIN THE UPEI REVIEW
Action 3 Develop an Action Plan to guide the cultural change needed at UPEI
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
1.3.1  Publicly state 1311 Utilize feedback from town halls,
UPEI's Year campus listening sessions, and Completed N/A
commitment to Advisory Group, and consultations
change and with internal and external
accountability partners to guide the
Chair, Board of development of the Action Plan.
Governors
Senior Executive 1312  Share draft Action Plan publicly
Team for feedback and finalize after Completed N/A
consideration of community
feedback as well as feedback
from the UPEI Senate and Board.
13.2  Draft Action 1321 Post the draft Action Plan on the
Plan and share Year UPEIl website in early January Completed N/A
with 2024
community
President 13.22  Finalize the Action Plan after
Chair, Board of consideration of the community Completed N/A
Governors feedback as well as feedback
Senior Executive from the UPEI Senate and Board
Team




133  Identif [3.31  Identify initial human resources
I‘ESIJI.II'YI:ES Year and hu\{igat needs related to the | COmpleted N/A
needed for Action Plan and seek funding
implementation support
President
Senior Executive
Team
1.3.4 Create a Board 1341  Create Campus Culture Oversight
of Governors Year Committee to oversee Completed N/A
Campus implementation of Action Plan.
Culture This will include receiving annual
DOversight audit reports on the
Committee implementation progress of the
Board of Action Plan.
Governors
GOAL 1 ACKNOWLEDGE AND DEMONSTRATE ACCOUNTABILITY FOR THE ISSUES WITHIN THE UPEI REVIEW
Action 4 Engage in annual audits of the progress of the Action Plan
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
141  Select auditor | Year| [411  Select auditors with EDI Completed N/A
Board of competence based on
Governors recommendations of the Finance
and Audit Committee and in
consultation with Government of PEI
1412 Consider an audit organization that | Completed N/A

has access to a resource base




outside PEl as well as experience
within post-secondary education.

142 Develop audit | Year -5 1421 Develop audit schedule and process | No proposed changes N/A
schedule and to support annual audits
process
Fre§|dent 1422 Develop annual implementation Under Review University will consult with the council and other
, Senior plans considering the relevant goals stakeholders as to the nature of this item and the best way
Executive Team of the PEI Advisory Council of the to move forward with it.
Status of Women Equality Report
Card such as reconciliation with
Indigenous people, and support for
those experiencing sexualized and
other gender-based violence
1423 Align internal resources needs to No proposed changes N/A
support the audit
14.3  Assign annual | Year 2-3 1431 Carry out annual audits (aligned No proposed changes N/A
audits and with UPEI fiscal year) based on
receive audit schedule
results 1432 Make the audit results public No proposed changes N/A
President
Board of 143.3 Conduct the first audit following the | No proposed changes N/A
Governaors completion of Year | and thereafter

annually




GOAL 2 STRENGTHEN UPEPS GOVERNANCE AND LEADERSHIP STRUCTURE

Action 1 Use a transparent and consultative process, and proper due diligence in the selection and hiring of a new University President
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
211  Develop and Year [ 2111 Build the need to champion Completed N/A

share full job work on culture improvements

description for (as outlined in the UPEl Review)

President and within the job description for

Vice-Chancellor the next President

position 2112 Build the following components N/A
Presidential into the selection criteria for Completed

Search the next President:

Committee - Commitment to equity,

diversity, and inclusion
Deep understanding of
workplace fairness and
harassment

Track record of success in
implementation of projects
to advance EDl in
meaningful ways
Commitment to
reconciliation and
Indigenization
Organizational change
experience and desire to
champion change

Ethics, transparency. and
integrity




2113 Post a detailed job description | Completed N/A
on the UPEl website for full
transparency
212  Presidential Year 0 2121 Communicate information and | Completed N/A
search updates regularly about the
communications selection process to the
Chair, campus community
Presidential
Search
Committee
21.3 Candidate Year (I 2131 Provide the campus community | Completed N/A
presentations with feedback opportunities,
Chair, which will include campus
Presidential presentations by shortlisted
Search candidates
Committee 2132 Provide campus members with | Completed N/A
the opportunity to give
anonymous feedback on
shortlisted candidates
214  Candidate Year [ 2141 Require shortlisted candidates | Completed N/A
response to to provide a response to the
LIPEI Review UPEI Review recommendations
Presidential 2142  Require shortlisted candidates | Completed N/A
SEarnh to provide a response with
Committee respect to the draft Action Plan
215  Vetting Year 0 214l Ensure that the next President | Completed N/A
candidates has been adequately vetted
Presidential
Search

Committee




GOAL 2

STRENGTHEN UPEPS GOVERNANCE AND LEADERSHIP STRUCTURE

Action 2 Refresh the UPEI Board of Governors with new members and create an enhanced accountability and oversight structure
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
2.21 Fill Board of Year 2211 Adopt good governance Completed N/A

Governors' practices to ensure board
vacancies policies, practices, and
Roard of recruitment create
Governars conditions aimed at
increasing Board diversity
2212 Inform Board-member- Completed N/A
appointing bodies of skill
demographic. and
EXDEriEnce gaps
222  Develop skills Year 0 2221  Use the newly developed Completed N/A
matrix for skills matrix to ensure a
competencies balanced representation of
and skills, expertise (including
representation EDI). experience,
Board of demographics (including
Governors race, gender, and age), and
President other relevant
considerations in relation to
the composition of the
Roard of Governors
2222  Make the Board recruitment | Completed N/A

process for UPEl Board
appaointments maore
transparent by making it
public, and publicizing the
opportunity




223  Review Board Year -1 2231  Obtainan external review on | Completed N/A
Governance Board governance
Board of
Governors 2232 Make changes in board Completed N/A
President procedures resulting from
the review
recommendations public
224  Increase Board | Year 0-Z 2241 Review Terms of Reference | Completed N/A
oversight of Board Standing
Board of Committees to ensure that
Governors Board oversight
President responsibilities are
adequately met
2247  Create a Campus Culture Completed N/A
Oversight Committee of the
Roard to oversee
implementation of the UPEI
Action Plan and EDI Strategy
progress monitoring
2243  Enhance Board Training No proposed changes N/A
225  New reporting Year [-2 2241 Report to the Human Completed N/A
mechanisms to Resources Committee of the
inform the Board Roard on terminations and
Board of resignations, and on
BGovernaors whether any such
Fresident terminations or resignations
VP People and have associated NDAs
Culture 2282  Develop process toinform | No proposed changes N/A

the Campus Culture
Oversight Committee if
areas within UPEI
demonstrate concerning
trends of harassment or
discrimination




2286  Develop a Board
policy for
appointing acting
and interim
administrators
Chair, Board of

Governors
President

Year |

2251

Develop and implement a
policy on the appointment of
acting and interim
administrators for the roles
of president and senior
administrators

Completed

N/A

2152

Make the policy accessible
to the campus community

Completed

N/A

GOAL 2 STRENGTHEN UPEP'S GOVERNANCE AND LEADERSHIP STRUCTURE
Action 3 Improve onboarding and training of UPEI Board of Governors and Senate members
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
231 Develop Year [-2 2311 Provide training on No proposed changes N/A
orientation and governance and other
training relevant expertise to the
materials Roard and Senate
Board of 2312  Provide EDI training to the | No proposed changes N/A
Governars Roard and Senate
Senate
232  Develop training | Year |-2 2.3.21  ldentify institutional No proposed changes N/A
schedule and resources to support the
tracking process development of training
Board of programs and related
Governors materials
Senate
2.3.2.2  Develop a training plan for | No proposed changes N/A

Board of Governors and
Senate




2.3.2.3  Develop a process to track | No proposed changes N/A
training participation of
those in governance-related
roles

GOAL 2 STRENGTHEN UPEI'S GOVERNANCE AND LEADERSHIP STRUCTURE
Action 4 Develop a UPEI Leadership Training Program

ADDRESSING ISSUES | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
AND RESPONSIBILITY RECOMMENDATION
241 Develop training Year [-2 2411 Assess training needs of Completed N/A

program for UPEI campus leadership and

leaders leverage internal

President resources, including UPEl's

VP People and professional development

Culture team, to help address

these needs
2412  Consider potential training | Completed N/A

topics such as active
listening. EDI, cultural
competencies, mitigating
unconscious bias,
implementing policies and
processes effectively,
conflict management,
emotional intelligence, and
bystander training

Year 7 2413  Develop a leadership Update Timeline to Year 2-3 | The framework established under Action 2.4.1.1 identified two
training strateqy complementary components of a leadership development
approach: a Leadership Essentials Program (LEP) and

a Strategic Leadership Program. Following the




development of this framework, work has commenced on the
Leadership Essentials Program, which is designed to address
priority learning areas identified in the Action Plan and to
reach the largest and most diverse group of leaders across
the institution.

The Leadership Essentials Program incorporates several
training initiatives that align directly with institutional
priorities, including conflict resolution. change management
and equity. diversity, and inclusion training. Given the scope
and impact of this foundational program, a phased approach
is required to ensure quality development, effective
implementation, and sustainability.

As a result, the leadership training strategy will be developed
and refined over a multi-year perind. with initial emphasis on
the Leadership Essentials Program before progressing to the
Strategic Leadership Program. This necessitates extending
the timeline to Years 7-2.

Year 3

2414

Create a Leadership
Training Office to
implement the leadership
training strategy

Update language to
“Implement the leadership
training strategy”

Update Timeline to Year 3-a

The Leadership Essentials Program will be developed and
implemented within the Human Resources Office. Adequate
time is required to design the core curriculum, engage
internal and external expertise, and establish delivery and
evaluation mechanisms. Initial implementation of the
Leadership Essentials Program is planned for Year 3.
Following successful implementation and evaluation of the
Leadership Essentials Program. development of the Strategic
Leadership Program will begin in Year 4, with implementation
occurring in Years 4-0. This staggered approach reflects
current resource capacity and ensures that both programs
are developed intentionally and delivered effectively. As a
result, Action 2.4.1.3 is no longer required as a separate
initiative.

Year 4-5

2415

The Leadership Training
(ffice to administer the
leadership training
program

Remove this Supporting
Action

Commitment will be achieved as part of 2.4.1.4 (see comment
above)




242  Develop training
schedule and
tracking process

VP People and

Culture

Year 3

2421

Develop a training calendar

Update Timeline to Year 3-a

Development of a comprehensive leadership training
calendar will commence in Year 3, aligned with the
implementation of the Leadership Essentials Program. The
calendar will evolve over time to incorporate offerings
associated with the Strategic Leadership Program as it is
developed and implemented in Years 4-a.

2421

Develop a process to track
participation in leadership
training

Update Timeline to Year 3-a

A process to track participation in leadership training will be
established in Year 3 in conjunction with the launch of the
Leadership Essentials Program. This process will be refined
and expanded as additional leadership programming is
introduced through the Strategic Leadership Program in
Years 4-10, ensuring consistent data collection and reporting
across all leadership development initiatives.

program for
LUIPEl academic
administrators
President

VP Academic and

Research

development program for
academic administrators
(Deans, Associate Deans
and Chairs) that builds
effective leadership and
management skills, training
on EDI, and processes of
continual improvement

GOAL 2 STRENGTHEN UPEI'S GOVERNANCE AND LEADERSHIP STRUCTURE
Action § Create a leadership development program for academic administrators
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
24l Develop training | Year [-2 241l Create a lzadership No proposed changes N/A




2312

Develop leadership training
to build skills for fostering
a healthy workplace such
as motivating and inspiring
faculty and staff, navigating
difficult conversations,
preventing burnout, change
management, and conflict
resolution and mediation

No proposed changes

N/A

2313

Use program-based
|earning in program with
real-life situations of
academic administrators
that reflect topics such as
discrimination, institutional
racism, micro-aggressions,
bystander training, and
education and harassment

No proposed changes

N/A

232

Develop training
schedule and
tracking process
VP Academic and
Research

Year |-2

2321

Develop institutional
resources to support the
offering of a leadership
development program on a
regular schedule, including
angoing seminars for
continual improvement

No proposed changes

N/A

23212

Build, through the ongoing
process of tracking, a
community of colleagues
with shared interests and
common goals in effective
lzadership

No proposed changes

N/A




GOAL 3

Action 1

IMPROVE UPEI'S CAMPUS CULTURE

Create a culture of listening at UPEI

ADDRESSING ISSUES | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
AND RESPONSIBILITY RECOMMENDATION
3.1 Culture of Year I-3 $.111 Ensure Student Union No proposed change N/A
listening for Executive and Graduate
students Student Association
President Executive are introduced
VP Academic and to Deans Council and
Research Directors of
VP Administration administrative units to
and Finance ensure they are equipped
to navigate UPEl's
structures
3112 Increase the institutional | No proposed changes N/A
capacity for student
focused data collection
and analysis of resulting
data to provide insight on
student experiences,
inform initiatives that
address student issues,
and help assess
outcomes.
3113 Seek meaningful feedback | No proposed changes N/A

from students as to their
experience through
questions such as
inclusive and intercultural
learning, perceptions of




institutional values and
commitment to EDI, and
diversity-related
programming

3114

Develop an integrated
system that seeks student
feedback and builds
initiatives to suppaort
student success through
follow-up planning,
student engagement, and
actions arising from
student surveys

No proposed changes

N/A

312

Culture of
listening for
employees
President

VP People and
Culture

Year |

KAWA

Provide training on
trauma-informed
approaches to individuals
who handle disclosures

Completed

N/A

3122

Provide active listening
training

Completed

N/A

Year 2

3123

Establish accessible
channels to provide
confidential feedback
safety, sexual violence,
and harassment and
discrimination

No proposed changes

N/A

3124

Reqularly seek employee
feedback through surveys

No proposed change

N/A

313

Foster a culture
of listening
Chair, Board of
Governors
President

Year 0-5

313l

Coordinate with campus
partners to foster a
campus culture built a
commitment to listening
and idea sharing

Update language to:
“Continue to provide
opportunities for campus
members to speak about
their experiences, provide
input, and share ideas,
including with the President

Language revised slightly to combine 3.1.3.1. 3.2.4.., and
3.0.4.2, as the outcomes of these were all similar.




and Senior Executive
Team."

3132 Llisten to individuals who No proposed changes N/A
have suffered harm at the
University to learn from
their experiences as a
way of fostering
reconciliation
3133  Continue to work with the | No proposed changes N/A
Indigenous community at
UPEl to further our
journey of reconciliation
314  Performance Year | 3141 Develop a process for Completed N/A
reviews and 360-degree performance
campus feedback review of President
Board of Governors 3142  Develop a process for Completed N/A
President 360-degree performance
Senior Executive review of the Senior
Team Executive Team
Year 2-0 3143  President to implement Update language to: Action updated to reflect language approved by Board of
360-degree performance | President to implement Governors
reviews of Senior Vice-President
Executive Team performance review
process
3144  Senior Executive Teamto | Timeline updated to Year a | The University recognizes the importance of timely and

ensure performance
reviews of Deans,
Directors, and Managers
are carried out

effective performance reviews as a cornerstone of
accountability, leadership development, and a healthy
workplace culture. To ensure the long-term success of
UPE's Aztion Plan for Building a Lulture of Trust. Safety, and
Inclusion, it is essential that comprehensive onboarding and
leadership development initiatives be established prior to
formalizing performance review expectations.

This sequencing allows leaders to be fully aligned with
institutional policies, collective agreements, equity
commitments, and requlatory obligations. Robust onboarding




builds understanding of university governance and staff
framewarks, while leadership training strengthens
competencies such as coaching for performance, providing
constructive feedback, and conducting fair. consistent, and
culturally responsive evaluations. These capabilities are
particularly important given UPEl's commitments to EDI,
psychological safety, and effective labour-management
relations.

While Year 0 is proposed as the formal deliverable to allow
sufficient time for this foundational work, the University
acknowledges the strategic importance of this initiative and
will advance implementation earlier should progress on
onboarding and |eadership training permit.

Ultimately, this approach supports employee trust and
institutional accountability, ensuring that performance
management practices promote individual growth while
reinforcing organizational excellence. Much like building a
strong foundation before constructing a house, investing in
leadership readiness first ensures the integrity and
sustainability of the entire performance management
system.

3145  Following their first year | Update language to: Action updated to reflect language approved by Board of
of service, implement Following their first year of | Governors
annual 360-degree service, implement the
performance review of President performance
President PEVIEW Process.
315  Improve feedback | Year| 31al  Secure the resourcesto | Completed N/A

processes suppart employee

VP People and engagement activities

Culture 3182  Plan and develop Completed N/A

employee engagement
survey




Year 2

3103

Conduct employee
Engagement survey

Remave from Year 2

Conducting a comprehensive employee engagement survey is
a significant undertaking that involves planning, analysis,
communication, and follow-up and implementation. An annual
cycle does not allow sufficient time to:

- Meaningfully analyze and communicate results

- Develop and implement action plans

- [bserve the impact of initiatives before the next

survey cycle

Moving to a three-year cycle ensures adequate time for
reflection, implementation, and measurable change between
surveys. It provides credibility and assurance to the
community that we valued their time and feedback and that
we take it seriously therefore reducing survey fatigue.

Community and Leadership Feedback:

Since the release of the 2024 results, the University has
actively communicated findings across campus and
encouraged departments to identify I-2 priority areas for
action. Feedback has included:
- Requests for a clear institutional response or
roadmap addressing the survey results
- Requests for HR support in presenting and
discussing results with teams
- Hesitation or skepticism from some leaders
regarding survey validity
- Campus community members have also noted that
while feedback opportunities (e.g., townhalls,
surveys) are frequent, translating this input into
visible action is essential for maintaining trust and
momentum.
This Supporting Action was replaced with 3.1.5.0

3104

Establish accessible
channels to provide
confidential feedback on

No proposed changes

N/A




safety, sexual violence,
and harassment and
discrimination

Year 3-a 3100  Conduct annual employee | Update language to See rationale for change to 3.1.4.4. This new language is
Engagement survey “Continue and optimize consistent with that associated with the exit interview and
employee engagement engagement initiatives implementation as well
survey as per defined
cadence”
316  Exitinterviews Year | 3161 Develop a process to offer | Completed N/A
VP People and exit interviews for
Culture departing employees
3162  Develop a process to Completed N/A
share aggregate
information learned from
exit interviews in
confidential and
appropriate ways
3163  Create a position in Completed N/A
Human Resources to
support exit interview
activities
Year 7 3164  Implement exit interview | No proposed changed N/A
process and reparting
Year 3-0 3168  Develop a protocal for No proposed changes N/A

how exit interview
information will be
appropriately shared with
the EDI and Human Rights
department where
permitted and relevant




3166

Continue and optimize exit
interview process

No proposed changes

N/A

GOAL 3 IMPROVE UPEI'S CAMPUS CULTURE
Action 2 Foster an environment in which employees feel valued
ADDRESSING ISSUES | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
AND RESPONSIBILITY RECOMMENDATION
321  Employee Year 0 3211 Create and fill a Director of | Complete N/A
Engagement Human Resources position
VP People and
g”lt,”rEE , Year | 3212 Increase staff capacity in Complete N/A
Bnior Executive the Human Resources
Team d
epartment to support
employee engagement
3.213  Plan and develop employee Complete N/A
engagement survey
3.214  Plan and develop initiatives | Complete N/A
to enhance employee
engagement
3.21.5  Encourage all managers to Complete N/A
recognize contributions
made by employees to the
University
Year 7 3.21.6  Implement employee Remove from Year 2 See rationale for change to 3.1.4.4. This action is replaced
Engagement survey with 3.1.0.5
3217 Commence employee No proposed changes N/A

engagement initiatives




Year 3-a 3.218  Continue and optimize No proposed changes N/A
employee engagement and
recognition processes
3218  Use data from employee No proposed changes N/A
engagement surveys to
inform improvements
322  Development Year I-a 3.221  Provide staff with enhanced | No proposed changes N/A
opportunities for opportunities for training
employees and skills building
VP People and 3222  Enhance faculty development | No proposed changes N/A
Culture opportunities in teaching and
VP Academic and research through the
Research Teaching Learning Centre
and [ffice of Research
Services
323 Review staff Year 2 3.2.3!  Examine the staff Update language to: The Classification System Review for non-academic

classification
system
VP People and

Culture

classification system with
the objective of ensuring
that all positions are
consistently evaluated and
properly classified

“Examine the current staff
classification practices to

support fair and consistent
role evaluation across the

institution.”

Update timeline to Year 2-5

positions at UPEl aims to ensure that the current system
accurately reflects the roles, responsibilities, and market
competitiveness of its workforce. This review is part of the
university's commitment to maintaining a fair, transparent,
and equitable compensation structure. aligning with best
practices in higher education. To do this with fidelity, a
reasonable time frame extends beyond year two.

Background

Classification was first implemented at UPEl in
approximately 2003 through an Employment Equity review
process using the Aiken Plan Classification System. At that
time all unionized and non-unionized staff positions were
evaluated. Since that time, CUPE 1870 staff positions
continue to be evaluated under the Aiken Plan in accordance
with Article 24 of the CUPE 1870 collective agreement.
Additionally, non-unionized Management and Professional




Employee Group positions are also evaluated using the Aiken
Plan using an established management point scale.

(ver time, it becomes essential to periodically reassess the
existing system to ensure alignment with current
organizational goals, legal requirements, industry
standards, and institutional growth. |t may also require
assessment of other available classification systems to
determine if the Aiken Plan continues to meet our
institutional needs.

Pre-System Review Steps (Year Z-3)

Refore beginning a formal classification system review,
several pre-system review steps are necessary. These
steps include:

. consultation and stakeholder engagement

. data collection and analysis

. review of the current classification framework
. assessment of compliance requirements

. development of review framework.

(Years 4-0)

. Conduct a Comprehensive System Review: Once

the preparatory steps are complete. a full review of the
non-academic classification system should be initiated,
using the feedback and data collected.

. Implement Benchmarking Against Industry
Standards: The classification system should be compared
against similar institutions to ensure competitive pay scales
and job descriptions.

. Enhance Communication and Transparency:
Reqular updates and clear communication throughout the
review process will help manage expectations and maintain
trust.




3.2.4  Enhance open Year 0-a 3241 Continue opportunities for Update language to: Language revised slightly to combine 3.1.3.1, 3.24.. and
dialogue campus members to speak | Continue to provide 3.0.4.2. as the outcomes of these were all similar.
President about their experiences, opportunities for campus
Senior Executive provide input, and share members to speak about
Team ideas, including with the their experiences, provide
President and Senior input, and share ideas,
Executive Team including with the President
and Senior Executive Team.
3285  Improve feedback | Year |-a 3.200  Promote information about | No proposed changes N/A
processes supparts for campus
VP People and members in relation to
Culture health and wellbeing
3.202  Asthey are implemented. No proposed changes N/A
share information on new
supports and services in EDI
and SVPRO that are
accessible to campus
members
GOAL 3 IMPROVE UPEI'S CAMPUS CULTURE
Action 3 Rebuild trust and safety on campus
ADDRESSING ISSUES | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
AND RESPONSIBILITY RECOMMENDATION
331  Improvements to | Year [ 3.3.11  Reinstate the position of Completed N/A
Security Services Manager of Security
VP Administration Services, and fill position, to
and Finance provide a dedicated
management resource
Year 0-2 3.312  Hire additional security Completed N/A

attendants




Year |

3.3.1.3

Create and implement an
annual staff training plan for
Security Services which
includes sexual violence and
EDI training

Completed

N/A

3.3.2

Review campus
safety
infrastructure
VP Administration
and Finance

Year (-1

3.3.21

UPEI Health, Safety, and
Environment to provide and
promote information to
campus members about
reporting under
occupational health and
safety legislation

Completed

Year |-2

3.3.2.2

Promote the methods that
university community
members can report safety
CONCErNS

Completed

Year Z-3

3.3.2.3

Review campus safety
infrastructure (e.g. lighting,
safety poles, and security
cameras)

No proposed change

3.3.24

Review the Campus
Accessibility Audit to
determine and plan for
needs

No proposed change

3.3.20

Enhance campus safety

supports such as UPEl SAFE
app

No proposed change

3.3.3

Provide sexual
violence and EDI
training for
Security Services

Year Z

3.3.3.

Provide sexual violence and
EDI training to Security
Services staff on an annual
basis

Update language to:
Provide sexval violence and
EDI training to Security
Services staff

Removed “annual” reference in this action.

This training is a part of the Security Training Matrix as a
mandatory course to be taken within an employee's
probationary period. The frequency of the course will be




VP People and

Culture
VP Administration
and Finance

reviewed reqularly by the Security, EDl and SVPRO
departments, like other courses offered.

3.3.3.2  SVPRO to provide training on
trauma-informed
approaches to receiving
disclosures to Security
Services staff

No proposed change

334  Create tracking Year | 3.34!1  Track reporting information | Completed
processes for (including anonymous and
reporting of third party) through the
sexual violence Sexual Violence Palicy
and harassment
and discrimination | Year 3 3.34.2  Track reporting information | Update language to: EDIGHR | Language revised to remove reference to the new
VP People and (including anonymous and department will track Harassment Discrimination Policy to allow it to move
Culture third party) through the reporting information forward in advance of the policy being implemented

Harassment and (including third party)
Discrimination Policy relating to harassment and | The word "anonymous” was also removed.
discrimination disclosures
GOAL 3 IMPROVE UPEI'S CAMPUS CULTURE
Action 4 Develop campus training opportunities to promote safe, inclusive work and learning environments

ADDRESSING ISSUES | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE

AND RESPONSIBILITY RECOMMENDATION

341  Communicate Year |-5 3411 Communicate behavioural No proposed changes N/A
behavioural obligations and limitations
obligations through documents,
President including the Sexual Violence
Senior Executive Policy, Harassment and
Team Discrimination Policy,




Student Code of Conduct,
Athletic Club Guidelines, and
[nternational Student
Orientation Handbook

34.2

Develop on-

campus

awareness

President

Senior Executive
Team

Year 2-4

3421

Put in place the resources
needed to support and
develop training
opportunities, related to
building inclusive
environments; consider
topics such as anti-racism,
anti-oppression,
unconscious bias,
microaggressions, cultural
differences, sexual violence
including gender-based
violence, and harassment
and discrimination

No proposed changes

N/A

3422

Ensure training has an
equity. diversity and
inclusion lens

No proposed changes

N/A

3423

Use a trauma-informed
approach to the delivery of
training on difficult subjects

No proposed changes

N/A

3424

Consult subject-matter
experts for specific and
targeted themes and
messages

No proposed changes

N/A

3.4.2.

Ensure there is capacity to
respond to increased need
for supports and reporting
because of awareness
program

No proposed changes

N/A




3426

Provide in-person and on-
demand training related to
building inclusive
environments

No proposed changes

N/A

3427

Provide mechanisms
through which campus
community members can
request training on specific
iSSUES

No proposed changes

N/A

34.3

Update available
training
President

Year 3-8

3431

Make EDI Training available
that reflects how the
environment continues to
evalve

No proposed changes

N/A

3.4.3.2

Commit to ongoing
improvements to EDI
training oppartunities

No proposed changes

N/A

GOAL 3
Action 5

IMPROVE UPEI'S CAMPUS CULTURE

Improve campus information sharing and communications processes

ADDRESSING ISSUES
AND RESPONSIBILITY

TIMELINE

SUPPORTING ACTIONS

STATUS/CHANGE
RECOMMENDATION

RATIONALE FOR CHANGE

3.a.1

Enhance
transparency and
information
sharing

Board of Governors
President

Year I-2

3.0

Assess adequacy of access

to information on academic,

financial, and governance
decision making by Board
and Senate and improve

transparency and access
where needed

No proposed changes

N/A




3.012  Ensure Board of Governors | No proposed changes N/A
and Senate minutes are
posted online after approval
Year 2 3.013  Review and update in- No proposed changes N/A
camera guidelines, to
ensure completeness of
process
35.2  Provide Year (0 3.021  Provide communication Completed N/A
information on proactively to the UPEI
Board and Senate community regarding Board
meetings of Governors and Senate
Chair, Board of meeting dates. and times,
Governars and include methods to
President attend
393  Improve Year Z2-a 3.0.31  Encourage all departments | No proposed changes N/A
information to make more information
sharing accessible about common
President processes
Senior Executive
Team
3.5.4  Performance Year |-5 3.041  Enhance information sharing | No proposed changes N/A
reviews and about campus initiatives
campus feedback 3.04.7  Provide information to Update language to: Language revised slightly to combine 3.1.3.1, 3.2.4.. and
Board of Governors campus on opportunities to | Continue to provide 3.0.4.2, as the outcomes of these were all similar.
President take part in planning and opportunities for campus
Senior Executive idea sharing members to speak about
Team their experiences, provide
input, and share ideas,
including with the President
and Senior Executive Team.
35.5  Improve feedback | Year| 3.a.al  Review structure and Completed N/A

processes

objectives of Marketing and
Communications department




VP People and 3.00.2  Assess adequacy of staffing | Completed N/A
Culture capacity in Marketing and
Communication

Year 7 3.003  Develop a campus No proposed changes N/A
communications strategy
with focus on better
understanding the
communications needs of
campus audiences, effective
communications processes,
and collaboration
opportunities

Year 3-0 3.0.04  Implement the campus No proposed changes N/A
communications strategy

GOAL 4 PUT IN PLACE NEW POLICIES AND PROCESSES THAT FOCUS ON PREVENTING AND ADDRESSING DISCRIMINATION, HARM,
AND VIOLENCE AT UPEI

Action 1 Develop an Equity, Diversity, Inclusion (EDI) and Human Rights department at UPEI

ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
411 Create a new Year -1 4111 Create a new Equity, Diversity, | Completed N/A

EDI and Human Inclusion (EDI) and Human

Rights Rights Department with three

department major pillars of responsibility:

Fresident equity, diversity, and inclusion;

VP People and sexual violence prevention and

Culture response; harassment and

discrimination complaints




4112

Establish the purpose of the
EDI and Human Rights
department with the
organization chart delineating
the roles within the office

Completed

N/A

411.3

Director of Edi and Human
Rights will attend the Board of
Governors Campus Culture
Oversight Committee to
deliver Equity, Diversity, and
Inclusion Strateqy progress
reports, and annual reporting
under the Sexual Violence
Policy and Harassment and
Discrimination Policy

Completed

N/A

4114

Department will report
directly to VP People and
Culture

Completed

N/A

Year 2

4113

Develop a protocol, as an
alternative pathway, for the
Director of EDI and Human
Rights Department to report
issues directly to the
President, and/or to the Chair
of the Board of Gavernars,
including conflicts of interest
and other serious issues

No proposed changes

N/A

412

Increase staff

capacity in EDI,

human rights,
and sexual
violence
prevention
President

Year [-1

4121

Move the EDI and SVPRO
offices to a more visible
location

Completed

N/A

4122

Hire additional staff to support
the new EDI and Human Rights
Department

Completed

N/A

412.3

Create a new leadership
position, Director of EDI and

Completed

N/A




VP People and

Culture

Human Rights to provide
oversight and leadership to
the Department

4124

Create a new administrative
assistant position to support
the Department

Completed

N/A

4123

Create a new position for
sexual violence prevention and
response coordination to
supplement response capacity
and improve prevention and
response activities

Completed

N/A

Year 7

4125

Move the SVPRO to an area
easily accessible, while
providing confidentiality

Remove from plan

The SVPRO office is currently occupying a space that is
easily accessible and provides confidentiality. A future
move, although possible, is not required for the office to
operate effectively.

4127

Work with campus partners to
cultivate a focus on prevention
and awareness

No proposed changes

N/A

4128

Create additional staft
capacity on sexual and gender
diversity to lead special
projects to make the campus a
more welcoming environment

for members of the
2SLGBTRIA+ community

Completed

N/A

4128

Create additional staff
capacity on anti-racism and
cultural diversity to lead
special projects to make the
campus a more welcoming
environment for racialized
members of the campus
community

Completed

N/A




Hapassment-and
Paliey
Administer a
harassment and
discrimination
policy within the
EDIGHR
Department

VP People and

Culture

Year |-2

4131 The EDI and Human Rights Update language to: The EDI | Reflects a change for the EDIGHR Department to take on the
Department will be and Human Rights intake and administration of the current Fair Treatment
responsible for intake and Department will be palicy, in advance of the Harassment and Discrimination
administration of the new responsible for intake and | Policy being implemented.

Harassment and administration of a

Discrimination Policy (once harassment and

developed) discrimination policy
Update timeline to Year 3

413.2  Create a new position, Human | Update language to: Create | Reflects a change for the EDIGHR Department to take on the
Rights and Equity Advisor, for | a new position, Human intake and administration of the current Fair Treatment
the intake and administration | Rights and Equity Advisar, policy, in advance of the Harassment and Discrimination
of the new Harassment and for the intake and Policy being implemented.

Discrimination Policy administration of a
harassment and
discrimination Policy
Update timeline to Year -3

4133  Communicate to the campus | Update timeline to Year 3 | Reflects a change for the EDIGHR Department to take on the
community that the EDI and intake and administration of the current Fair Treatment
Human Rights Department is palicy, in advance of the Harassment and Discrimination
the intake location for Policy being implemented.
harassment, discrimination,
and sexual violence reports
and complaints

4134  Use a variety of external Update timeline to Year -3 | Reflects a change for the EDIGHR Department to take on the
investigators intake and administration of the current Fair Treatment

policy, in advance of the Harassment and Discrimination
Policy being implemented.
413.5  Ensure investigations are Update timeline to Year I-3 | Reflects a change for the EDIGHR Department to take on the

procedurally fair

intake and administration of the current Fair Treatment
policy. in advance of the Harassment and Discrimination
Policy being implemented.




413.6

Provide informal resolution
services in accordance with
the new Harassment and
Discrimination Policy

Update language to: Provide
informal resolution
SErvices

Update timeline to: Year {-3

Reflects a change for the EDIEHR Department to take on the
intake and administration of the current Fair Treatment
palicy, in advance of the Harassment and Discrimination
Policy being implemented.

414

Develop and
deliver training
President Senior
Executive Team

Year (-1

4141

Review initiatives at other
post-secondary educational
institutions

Completed

N/A

4142

Collaborate with areas of
campus with their own EDI
efforts

Completed

N/A

4143

[nvest in partnership with a
comprehensive EDI training
partners (i.e.. Canadian Centre
for Diversity and Inclusion)

Completed

N/A

4144

Create a new pasition
responsible for equity,
diversity, and inclusion
training and education

Completed

N/A

4143

Create a new pasition
responsible for sexual
violence prevention and
education

Completed

N/A

4146

Make the online Preventing

Sexualized Violence course

available to all faculty, staff,
and students

Completed

N/A

4147

Make the online Preventing
Sexualized Violence course
mandatory for all incoming
students

Completed

N/A

41438

President will consult with
unions on an approach for
implementation of the
mandatory Preventing

Completed

N/A




Sexualized Violence course for
union members

Year 2-3

4148

Continue to review established
best practices and research
to inform the training offered

No proposed changes

N/A

41410

Make the online Preventing
Sexualized Violence course
mandatory for all faculty and
staff

Update timeline to Year 2-4

Course will be communicated as mandatory in Year 3, with a
commitment to compliance activities in Year 4.

413

Leverage
feedback and
data to inform
decision making
VP People and
Culture

Year (-1

41al

Continue to collect information
regarding initiatives. best
practices, and research in
relation to work of the EDI and
Human Rights department

Completed

N/A

4152

Obtain information regarding
experiences of other
institutions with collection of
workforce diversity
information to inform future
planning

Completed

N/A

Year 2

4103

Take actions to welcome
voices from members of
underrepresented and
marginalized groups to help
inform the initiatives of the
EDI and Human Rights

department

No proposed changes

N/A

Year 3-5

4194

Collect workforce diversity
information, guided by best
practices, to create baseline
information to better inform
future decision making in
equity, diversity, and inclusion
polices and processes

No proposed changes

N/A




416

Cross-
departmental
communication
to improve
supports and
SErvices

VP People and
Culture

VP Academic and
Research

VP Administration
and Finance

Year 1-3

4161

Work collaboratively with
campus partners who provide
services to underrepresented
or marginalized groups
including International Student
Office, Accessibility Services,
and Student Affairs

No proposed changes

N/A

4162

Work with Human Resources
to improve accommodations
processes for faculty and
staff and make the information
easily available

No proposed changes

N/A

41B.3

Create a permanent EDI in
Employment Systems Advisor
position to continue to make
EDI improvements to
employment related
Processes on an ongoing basis

Completed

N/A

4164

Coordinate processes of
student-related investigations
amaong the offices of SVPRO
and supports within Students
Affairs

No proposed changes

N/A

41b.0

Formalize cross-departmental
coordination in relation to
harassment, discrimination,
racism, or sexual violence

No proposed changes

N/A

4166

Work collaboratively with
Deans/Associate Deans to
provide advice and guidance
on ED initiatives led by/within
Faculties.

No proposed changes

N/A

417

Offer informal
resolution
President

Year |

4171

Build capacity for informal
resolution methods applicable
to matters under the Sexual

Update language to: Build
capacity for informal
resolution methods

Language revised to remove reference to the policies to
allow it to move forward in advance of the policies being
implemented. Update to timeline reflects the plan for the




Senior Executive Violence Policy and a new applicable to matters of EDIGHR department to begin administering the Fair
Team Harassment and sexual violence and Treatment Policy in Year 3.

Discrimination Palicy harassment and
discrimination

Update timeline to Year |-3

GOAL 4 PUT IN PLACE NEW POLICIES AND PROCESSES THAT FOCUS ON PREVENTING AND ADDRESSING DISCRIMINATION, HARM
AND VIOLENCE

Action 2 Create a non-disclosure agreement (NDA) policy based on current legislation
ADDRESSING | TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
421  Create NDA Year | 4211 Develop a policy that Completed N/A
palicy complies with all aspects of
Board of the PEI Non-disclosures
Governors Agreements Act
President 4212  Commit to not using any fact | Completed N/A
of' language in any necessary
NDAs
4213 Make the policy easily Completed N/A
accessible
Year 7 4214 Provide training on Non- No proposed changes N/A
disclosure Agreements Act
and new policy to Board of
Gavernars, Senior Executive
Team, and Deans




422  Report NDA- Year | 4221 Send regular reports to the | Completed N/A
related Board of Governors on
terminations and terminations and
resignations to resignations, and if any were
Board of associated with an NDA
Governors
Board of
Governors
President
VP People and
Culture

GOAL 4 PUT IN PLACE NEW POLICIES AND PROCESSES THAT FOCUS ON PREVENTING AND ADDRESSING DISCRIMINATION, HARM
AND VIOLENCE

Action 3 Create a Harassment and Discrimination Policy for all members of the UPEI community
ADDRESSING TIMELINE SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
431  Drafta Year [0 4311 Asan interim immediate Completed N/A

Harassment measure, create a pathway for
and employees to make confidential
Discrimination disclosures of incidents of
Policy to harassment and discrimination
replace the against senior executive

Fair Treatment members of the University
Palicy through an independent third-

party expert




Board of
Governors
President
Senior
Executive Team

4312  Instruct the Fair Treatment Completed N/A
Advocate to use a variety of
investigators in their
investigations
Year [-2 4313  Replace the Fair Treatment Language revised to “Draft | Replacing the Fair Treatment Policy requires that it be
Policy with a comprehensive a comprehensive removed from the Faculty Association's Collective
Harassment and Discrimination | Harassment and Agreement and doing so. is not completely in the
Policy that covers all campus Discrimination Paolicy, using | University's contral.
members and reflects the new | a campus-wide consultation
structure of the EDl and Human | process, that covers all This revised action reflects the University's commitment
Rights Department campus members and to do everything in its control to implement a new
reflects the new structure | Harassment and Discrimination Policy, that covers all
of the EDI and Human campus members.
Rights department”
4314 Ensure the new policy No proposed changes N/A
incorporates all
recommendations of the LPEI
Review
4315  Ensure the new policy reflects | No proposed changes N/A
feedback from survivars of
harm at the University
4316  Ensure the policy is trauma- No proposed changes N/A
informed and procedurally fair
4317  Ensure the new policy aligns No proposed changes N/A
with legislative requirements,
such as PEl Occupational Health
and Safety Act and Employment
Standards Act
Year 3-0 4318  Build information about human | No proposed changes N/A

rights and health and safety
nbligations applicable to work
and clinical placements into the




program manuals for students
in applicable programs

Year 2-3 43189  Request the expressed written | New proposed action University cannot take action to implement a new
consent to include the new Harassment and Discrimination Policy that will cover all
Harassment and Discrimination campus members, until the existing Fair Treatment Policy
Palicy in the Faculty is removed from the Collective Agreement.

Association's collective
agreement.

432  Communicate | Year ? 4321  Make the policy easily available | Language revised to “Make | University will commit to this, whether the Fair Treatment
policy to to the campus community the policy, that is in effect, | Policy or the new Harassment and Discrimination Policy is
campus easily available to the in effect.

President campus community”

VP People and With plans to take on the administration of the Fair

Culture Timeline updated to Year 3 | Treatment Policy in the interim of a new policy, there is
value in this.

Year 7 43272  Create materials to Language revised to University will commit to this, whether the Fair Treatment
communicate the active policy | “Create materials to Palicy or the new Harassment and Discrimination Policy is
to UPEl community in easy-to- | communicate the palicy, in effect.
understand language that is in effect, to the UPEI

community in easy-to- With plans to take on the administration of the Fair
understand language” Treatment Policy in the interim of a new policy, there is
value in this.
Timeline updated to Year 3
4323 Develop and deliver training on | Language revised to University will commit to this, whether the Fair Treatment
the new policy “Develop and deliver Policy or the new Harassment and Discrimination Policy is
training on the palicy in in effect.
effect”
With plans to take on the administration of the Fair
Timeline updated to Year 3 | Treatment Policy in the interim of a new policy, there is
valug in this.

433  Applications Year 3 4331  Collect information regarding No proposed changes N/A
for harassment and discrimination
harassment complaint management

and




discrimination applications/software to
reporting assess suitability for UPEI
President

VP People and

Culture

GOAL 4 PUT IN PLACE NEW POLICIES AND PROCESSES THAT FOCUS ON PREVENTING AND ADDRESSING DISCRIMINATION, HARM
AND VIOLENCE

Action 4 Finalize and implement UPEI’s revised Sexual Violence Policy
ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE
ISSUES AND RECOMMENDATION
RESPONSIBILITY
441 Finalize Year | 4411 Finalize revisions to the UPEI No proposed changes N/A
revisions to Sexual Violence Policy
the Sexual
Violence Palicy 4412  Ensure the new policy is No proposed changes N/A
Euard of comprehensive and implements
gvernars all the recommendations of the
President UPEI Review

4413  Ensure the revised policy is No proposed changes N/A
trauma-informed, procedurally
fair, and conforms to legislative
requirements

4414 Ensure that the experiences of | No proposed changes N/A
victims of sexual
harassment/assault, including
within the context of student
residences, are in the revisions
to the Policy




442  Implement the | Year( 4471  Ensure there is ongoing Completed N/A
new Sexual communication between SVPRO
Violence Palicy and residence life
Board of administration
E”VE_FHUFS Year |-2 4477  Communicate the new policy in | Revised timeline to: These activities require a Board of Governors to have
President a timely manner Following Board approval approved policy before they can be started.

4423  Ensure training is provided to | Revised timeline to: These activities require a Board of Governors to have
the Board, Senate, and Senior | Following Board approval approved policy before they can be started.
Executive Team on the new
policy

4424 Make the piloted Sexual Revised timeline to: These activities require a Board of Governors to have
Violence Response Team Following Board approval approved policy before they can be started.
permanent and finalize terms
of reference

44235  Strengthen and clarify pathway | Revised timeline to: These activities require a Board of Governors to have
for respondent support Following Board approval approved policy before they can be started.

4426  Whenever possible, provide Revised timeline to: These activities require a Board of Governors to have
advance notice of delivery of Following Board approval approved policy before they can be started.
investigation results to the
parties

4477  Provide investigation results to | Revised timeline to: These activities require a Board of Governors to have
the respondent’s internal Following Board approval approved policy before they can be started.
support provider

443  Communicate | Year| 4431  Make the policy easily available | Revised timeline to: These activities require a Board of Governors to have
the policy to to the campus community Following Board approval approved palicy before they can be started.
campus Year 2-3 4437  Create materials to Revised timeline to: These activities require a Board of Governors to have
President communicate the policy to UPEl | Following Board approval approved policy before they can be started.
VP People and community in easy-to-
Culture understand language
4433  Develop and deliver training on | Revised timeline to: These activities require a Board of Governors to have

the new policy

Following Board approval

approved policy before they can be started.




444  Implement Year 0-I 4441 Make the online Preventing Completed N/A
mandatory Sexualized Violence course
sexual available to all faculty, staff and
violence students
training for all 4447  Make the online Preventing Completed N/A
campus Sexualized Violence course
members mandatory for all incoming
President students
Senior 4443  President will consult with Completed N/A
Executive Team unions on an approach for
implementation of the
mandatory Preventing
Sexualized Violence course for
union members
Year 2-3 4444 Make the online Preventing Update timeline to Year 2-4 | Course will be communicated as mandatory in Year 3, with a
Sexualized Violence course commitment to compliance activities in Year 4.
mandatory for all faculty and
staff
445  Collect Year [-I 4431  Collect statistical information | Completed N/A
statistical on sexual violence disclosures
information from a victim-centered lens
VP People and
Culture
44352  Implement process to allow Completed N/A
monitoring of trends
Year 3 4433  Collect information regarding | No proposed changes N/A

sexual violence complaint
management

applications/software to
assess suitability for UPEI




GOAL 4 PUT IN PLACE NEW POLICIES AND PROCESSES THAT FOCUS ON PREVENTING AND ADDRESSING DISCRIMINATION, HARM

AND VIOLENCE
Action 5 Establish clear feedback, disclosure, and reporting mechanisms for campus members

ADDRESSING TIMELINE | SUPPORTING ACTIONS STATUS/CHANGE RATIONALE FOR CHANGE

ISSUES AND RECOMMENDATION

RESPONSIBILITY

451 Establish Year 2-3 431l Include an explanation of how | Update language to: Provide | Language revised to remave reference to the new
anonymous anonymous and third-party an explanation of how third- | Harassment Discrimination Policy to allow it to move
and reports will be handled under | party disclosures will be forward in advance of the policy being implemented
confidential the new Sexual Violence Palicy, | handled
feedback Harassment and Discrimination Remaoved reference to “anonymous” disclosures
channels Policy, and updated Violence
regarding Prevention Policy
violence, 4312  Collect information on No proposed changes N/A
sexual electronic reporting and
violence, tracking tools
harassment,
and
discrimination
President
Senior
Executive Team

452  Respond Year 0-0 4321  Review processes regarding No proposed changes N/A
respectfully to violence, sexual violence,
those who harassment, and discrimination
report issues to ensure they are designed
regarding reflecting principles of safety
violence, and respect
sexual 4522  Create pathways for sexual No proposed changes N/A
vinlence, violence or harassment and




harassment,
and
discrimination
President
Senior
Executive Team

discrimination disclosures and
complaints that are clear
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PART A
Cybersecurity Strategy,
Governance, and Risk

1. What should directors look for in a comprehensive
cybersecurity strategy?
To begin a cybersecurity governance dialogue with management, directors are encouraged
to apply the same common sense framework as they apply to other organizational strategies.
The following are elements that directors can probe for:

Management’s cybersecurity strategy:

a. considers the key cybersecurity risks that could directly prevent the organization from
achieving its strategic objectives. For example, a financial institution’s cybersecurity
strategy would carefully consider the risks to their strategic plan.

Financial Service

Organization’s Objective Cybersecurity Risk Cybersecurity Strategy

Grow retail customer base theft of customer banking data strong controls over
customer data

Provide accurate financial compromise of transaction redundant transaction systems
reporting capabilities

Maintain the bank’s positive release of confidential internal strong controls over access
brand image and reputation management communications to management and board

communications

b. prioritizes capital and operational security funding of resources, processes, and
technologies as the highest security risks to the organization;

c. aligns efforts of a cybersecurity program between:
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— different organizational divisions and also geographically dispersed teams
— internal, co-sourced and outsourced security teams

— information technology (IT), and operational technology (OT) teams

— cybersecurity programs and privacy programs.

National Institute of Standards and Technology (NIST) Cybersecurity
Framework (CSF) Layers:

A sound cybersecurity strategy combines multiple layers of security on the reasonable
assumption that, if one layer fails, there are subsequent processes, systems, and tools
to thwart a breach attempt. Drawing from one of the most recognized cybersecurity
frameworks, the National Institute of Standards and Technology, (NIST), there are five
layers of protection that directors should look for in an effective cybersecurity strategy
(see Figure below).

NIST is intuitive as a sequence of steps.

S5 LAYERS OF NIST CYBERSECURITY FRAMEWORK (CSF)

1. Identify

« Threats, cyber risks,

5. Recover

* Restoring the orga-
nization back to stan-

dard operating pro-

attackers, critical
assets, stakehold-
ers, processes, sys-

cedures following an

event tems, & resources

2. Protect

* Safeguarding sys-
tems, data, IT and op-
erational assets, net-
works, applications,
& people

4. Respond

* Preparing for and
responding to inter-
nal & external cyber-
security events

3. Detect

* Monitoring and
continuously aware
of suspicious activi-
ties and behaviours

—

NIST Cybersecurity Framework (v1.1)




NIST CSF
Function
(Layers)

Part A: Cyberecurity Strategy, Governance, and Risk

Definition of NIST CSF Function

NIST CSF Categories
(by Function)

|dentify To operate an effective cybersecurity program, ¢ asset management
management must first /dentify several important ¢ business environment
components in order to focus time and resources e governance
efficiently and effectively. These include: ¢ risk assessment
¢ internal and external cybersecurity threats and ¢ risk management strategy
risks e supply chain risk management
* internal and external attackers (i.e., threat actors)
¢ most important assets to secure against a cyber
attack (e.g., customer and employee data, critical
IT systems, critical operational systems)
¢« stakeholders responsible for establishing an
effective cybersecurity program
¢ processes, systems, and resources that should
be in place to establish and run the cybersecurity
program.
Protect Following the /dentify stage, management should take ¢ identity management, authenti-

action to adequately Protect the organization.

Discussions around cybersecurity protection can
become quite technical. Directors who are not able to
engage management at a technical level can inquire
about the following capabilities:

¢ Does management have security in place to
control access to physical and digital
(i.e., logical) assets and associated facilities? Is
access limited to authorized users, processes, and
devices, and is the level of access consistent with
the level of risk associated with each asset?

¢ Are the organization’s personnel and partners
provided with cybersecurity awareness education
and training (see Question 4)?

* Is the security of information and records (data)
proportionate to the level of risk of loss or
compromise of those data records?

¢« Does management have appropriate security
policies, processes and procedures that are
followed consistently?

For additional details about protection, please
see Part D: Effective Security Protection, and
also Question 14 regarding defence-in-depth.

cation and access control

e awareness and training

¢ data security

¢ information protection pro-
cesses and procedures

¢ maintenance

¢ protective technology
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NIST CSF
Function
(Layers)

Detect

Definition of NIST CSF Function

Detect is NIST’s third layer of a cybersecurity strat-
egy. This layer can be compared to a home security
strategy. If the Protect layer includes fences, window
bars, and door locks, then the Detect layer would be
security cameras, motion sensors, and the security
monitoring centre.

Directors should be familiar with the term, “anomalous
activity,” which describes activities by systems

or people that fall outside expected behaviours.
Anomalies are security triggers that management
should watch for.

Management should set up detection capabilities that
monitor the organization for potential security events,
which will trigger responses (see Part E - Detecting
Cybersecurity Events for additional details).

NIST CSF Categories
(by Function)

anomalies and events
continuous security monitoring
detection processes

Respond

Despite best efforts, security breaches are inevitable.
When these events occur management needs to have
an effective ability to Respond.

NIST prescribes that management’s response activities
be co-ordinated with internal and external stakehold-
ers (e.g., external support from law enforcement
agencies). Analysis of security events should be
conducted to inform management about their nature
and intent.

Effective response activities can prevent or limit the
expansion of an event and its impact on the organiza-
tion. Continuous learning will improve organizational

response activities in the future (see Part F: Response

and Recovery from a Breach).

response planning
communications
analysis
mitigation
improvements

Recover

Formalized cybersecurity Recovery capabilities are
often among the last that management teams master.
Directors are encouraged to ask management for
evidence that recovery capabilities are in place to:

* restore systems or assets affected by cybersecu-
rity incidents; these could include data back-ups,
application, networks, and IT and operational
systems

* co-ordinate restoration activities with internal and
external stakeholders (e.g., co-ordinating centres,
Internet service providers, data centres, cloud
system providers, owners of attacking systems,
victims, other computer security incident response
teams (CSIRTs — see Glossary of Terms), and
vendors to name a few (see Part F: Response and
Recovery from a Breach)

recovery planning
communications

Source: NIST.SP.1800-5 IT Asset Management Guide 2018
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How should the board best organize itself to govern
cybersecurity effectively?

In order to provide effective cybersecurity governance, a board must decide how best to
organize itself around the task. There are several models with pros and cons for each (see
table below).

In all cases, the board has a responsibility to include cybersecurity as an essential skill within
the board’s skills matrix, and to populate the board accordingly. It is advisable to have a range
of cyber skills spread across multiple directors rather than rely on only one person to interpret
cybersecurity reports.

Cyber
governance
leadership Conclusion
Cyber led by analytical mindset can lean toward a compli- possible
audit committee trust-but-verify approach ance approach

related IT audit experience may have fewer relevant

technical skills

Cyber led by risk-based perspective cyber only one of many risks favourable
risk committee related IT risk governance being examined

experience
Cyber led by specialized team skKills result sub-committee for each favourable
a cybersecurity in a high-quality governance governance topic unrealistic
committee
Cyber led by full aware of key cyber risks and too many people for possible

board

initiatives
broad base of questions and
perspectives

governance
possible lack of minimum
skills to govern responsibly

While no single governance model applies to all boards, a combination of the above scenarios
may be a good solution for many boards.

Recommendation: Assign responsibility for cybersecurity to a risk committee. Dashboard
reports with recurring metrics (see Part G), could be delivered quarterly, with semi-annual
presentations to the full board.
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How does management identify, assess, prioritize and report

on cybersecurity risk?

How can a board effectively engage with management on the topic of cybersecurity risk?

To do so, management needs to execute a well-designed cyber risk management process.

Without being overly prescriptive, directors are encouraged to look for the following elements

within an effective cybersecurity risk management program.

A sound cybersecurity risk program begins with a summary of the organization’s strategic
priorities (corporate objectives, processes and assets).

* The program should identify the key potential cyber threats, vulnerabilities and risk events
that would negatively impact the organization’s priorities.

¢ As with enterprise risk management (ERM) programs, cybersecurity risk events are
identified and then assessed using impact and likelihood criteria.

¢ Management should establish risk targets (using the same impact and likelihood scales)
to confirm the acceptable risk level for each potential risk event.

* Management should provide a cybersecurity risk response plan that identifies the controls
and other actions needed to reduce each risk to its target level.

¢ An accountable risk owner should be assigned to each cybersecurity risk event. They
may or may not be responsible for implementing controls, but they will retain ultimate
accountability for having effective controls in place and operating as expected.

¢ Management should establish and populate a cybersecurity risk register to hold all
pertinent information for their program, such as risk events, assessment scores, risk
target scores, related controls for risk events, and comments.

A well articulated cybersecurity risk assessment will enable management to create

a cybersecurity operating model prioritized by key risks. This will translate into a prioritized
execution plan with a roadmap, resourcing plan and budget to achieve the goals within
the cybersecurity operating model.

What cybersecurity training and awareness program

is in place?

Many cybersecurity breaches originate from employees clicking malicious links within phishing
emails. While some phishing attacks are very difficult to detect, an educated workforce that
looks for suspicious emails will dramatically reduce this risk. Since elimination of this risk is not
likely, continuous education in cybersecurity attack techniques is an essential control for any
organization that communicates via email.

The key stakeholders who should receive cybersecurity training are:

e board

¢ management and staff

¢ third parties with access to the organization’s systems (e.g., contractors, consultants,
vendors, partners)
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Note: Educate customers to avoid cybersecurity scams that can fool them into revealing
confidential data that will expose the organization to fraudulent losses.

Channels that management can employ for cybersecurity training include:

* webinars

* in-person presentations

¢ elearning tests

e« workstation and worksite posters and signage

e screensavers and on-screen reminders

¢ simulated attack testing (e.g., simulated email or phone phishing campaigns, USB baiting).

The frequency of training and testing should be proportionate to the risk of attack. Financial
service or retail companies will train with greater frequency than an organization with a less
networked workforce.

Note: A key cybersecurity metric recommended for board reports is the percentage of
employees, (and board members) who succumbed to a simulated cyber attack during a
training exercise. The target is 0%!

How is management establishing an effective
cybersecurity culture?
According to The European Union Agency for Network and Information Security (ENISA),
“The concept of Cybersecurity Culture (CSC) refers to the knowledge, beliefs, perceptions,
attitudes, assumptions, norms and values of people regarding cybersecurity and how they
manifest themselves in people’s behaviour with information technologies.”1 Unfortunately,
establishing an effective cybersecurity culture can be more difficult than implementing
the most complex security software platform. Management teams will encounter many
challenges as they try to reach this goal:
¢ Mistaking cybersecurity for an “IT issue” obscures the role each employee must play
in security.
¢ Translating complex security topics into digestible messages is a skill often still being
developed within organizations.
¢ Convenience at the expense of security can sometimes stall cultural adoption.

Directors play an important role in driving cybersecurity culture. They should direct

management to:

e articulate what a target cybersecurity culture should look like so the final vision engages
all levels and departments (see Question 4 on Training)

¢ demonstrate how the directors are driving security culture top-down

Cyber Security Culture in Organisations, November 2017 (www.enisa.europa.eu/publications/cyber-security-culture-in-organisations/
at_download/fullReport)
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¢ present a cybersecurity training curriculum that will help build an effective culture across
both IT and OT teams

¢ demonstrate how management rewards good cybersecurity behaviours such as reporting
potentially malicious emails before clicking them.

ARE WE SECURE YET?

Directors may be inclined to ask management about the status of security programs.
While this is a legitimate inquiry, directors are encouraged to avoid the question, “Are we
secure?”. This implies that security is a project with a point of completion. In fact, cyber-
security is an ongoing process that requires constant review and improvement. External
changes such as new threat actors and evolving attack techniques, as well as internal
changes to IT and OT environments, will present new vulnerabilities to address.

Additionally, even the most diligent organizations will always have some areas of exposure.
It is simply not possible to create an absolute level of security.

For these reasons, directors are encouraged to replace this question with, “How close
are we to reducing our cybersecurity risk to targeted levels?”. This will lead to a more
productive, risk-based security discussion.

What are the organization’s cybersecurity compliance

obligations and their implications across all relevant

jurisdictions?

Cybersecurity compliance requirements differ across sectors and geographies and over

time. Given this, it is therefore impractical to address all compliance standards within

this publication. Rather, below is a set of important questions directors should pose

to management regarding their organization’s cybersecurity compliance obligations:

¢ Does management have a comprehensive understanding of the full set of cybersecurity
compliance obligations with which the organization must comply?

e Are the compliance standards more directive or principles-based (i.e., requiring
interpretation) or are they prescriptive?

«  What are the fines and penalties for non-compliance?

¢ What effort and cost are required to become compliant versus maintaining compliance?

¢ Once compliant, will we have reduced our risk to acceptable levels, or are additional
effort and cost required? If so, what, where and how much?

¢ Has management designated an internal function accountable for maintaining
cybersecurity compliance?
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¢ What are the key standards with which the organization must comply, what are the key
dates, and how is management tracking towards successful compliance by the deadline?
¢ How is management going to engage the regulatory body if compliance is unsuccessful?

To provide insight into the manner of compliance required by current standards, a sample
is provided below:

Samples of cybersecurity compliance requirements

e identifying critical cybersecurity assets that could be compromised (risk ranked)

e establishing a minimum standard of security management controls

e training personnel (incl. employees, contractors, and vendors) who have certain levels of access
to critical systems

*« maintaining general cyber awareness for all employees

¢ setting both electronic and physical perimeters and deterrents for critical cybersecurity assets

* limiting access to systems and data to only those individuals whose role requires such access

e establishing and rehearsing incident response (IR) and recovery capabilities

e requiring mandatory notifications for stakeholders affected by a breach

* setting and maintaining minimum data encryption requirements

* maintaining confidentiality, integrity, and availability (CIA) of data and systems

¢ establishing minimum and maximum retention periods before safe disposal of data

* requiring mandatory audit histories

« etc.

Third-party assessments of the organization’s cybersecurity compliance requirements via
external and internal auditors and other assurance service providers will give the board
additional comfort that obligations are being met within each jurisdiction (see also Question 7).

How does management establish independent assurance
about the design and effectiveness of their cybersecurity
program and controls?

Assessments of Established Cybersecurity Frameworks

As with other areas of assurance, management is advised to request independent assessments
using established cybersecurity standards. The obvious benefits of these reviews are comfort
with current security maturity levels and controls and receipt of recommendations to enhance
security risk management and performance.
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A non-exhaustive list of general reference standards includes:

National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF)
(see Question 1 for an overview): suitable for organizations of all sizes and sectors
AICPA’s Description Criteria for Management’s Description of the Entity’s Cybersecurity
Risk Management Program along with the TSP section 100, 2017 Trust Services Criteria
for Security, Availability, Processing Integrity, Confidentiality, and Privacy2

ISO/IEC 27001 and 27002: suitable for organizations of all sizes and sectors

Control Objectives for Information and related Technology (COBIT): developed by ISACA,
a global organization that focuses on IT governance; suitable for medium to large organi-
zations across most sectors

The Centre for Internet Security (CIS) Critical Security Controls: a recommended set
of actions for cyber defense that provides specific ways for management to mitigate
the most pervasive and dangerous attacks

Information Security Forum (ISF) Standard of Good Practice: originating from Europe,
ISF has established a central benchmarking service as part of its standard (requires
membership fee); suitable for organizations of all sizes and sectors

ANSI/ISA 62443 (formerly ISA-99): a series of standards and reports focused on estab-
lishing electronically secure industrial automation and control systems (IACS).

IASME Governance: a UK-based standard for information assurance at small-to-medium
size organizations; achieves an accreditation similar to ISO 27001 with reduced complexity

Note: Standards specific to unique sectors are too many to list here.

2

See: www.aicpa.org/cybersecurityriskmanagement or CPA Canada’s guide: Reporting on an Entity’s Cybersecurity Risk
Management Program and Controls

Audits

Internal audit is well suited to routinely audit cybersecurity against policy, procedure

or compliance obligations. An external audit review of information technology general

controls (ITGCs), which can apply to more than just financial systems, components, processes,

and data for an organization’s IT environment, is another source of independent assessments.

But in order to challenge the organization beyond routine audits, the following areas should

also be seeded into multi-year audit cycles:

¢ business compliance with internal cybersecurity policies and procedures

e security incident response processes

¢ physical security of cyber assets

e compliance with mandatory cybersecurity user education programs

e unauthorized or misconfigured access to devices containing or processing sensitive
information

¢« timely patching of applications, operating systems and other device firmware.
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Third-Party Penetration Testing

Penetration testing (pen-testing) is a simulated hacking attempt authorized by the organization
against applications, computer systems, digital devices, and/or networks. The goal is to evaluate
the security of the target environment, detect vulnerabilities within these environments, and
assess the response and recovery capabilities of management’s security systems and teams.

A few important insights for directors presented with pen-testing results are:

e A pen-test represents security at a moment in time. If security systems, or attack
techniques change, the validity of the pen-test results may diminish.

¢ Pen-testing an organization is like leak-testing a boat. If the vessel is put in the water
before the hull is sound, water will rush in. Similarly, pen-testing a system or environment
when its security is known to be immature is not a good use of security funds since
a breach will almost certainly be detected.

*  When viewing pen-testing results, find out whether breaches were achieved purely through
technical compromise or by tricking a person into clicking a malicious email link. The
former illustrates technical control issues, whereas the latter is a training and culture issue.

How does management determine whether they are
allocating the appropriate budget and resources to manage
cyber risk effectively?

While cybersecurity can often appear to be a complex technical topic, directors can take
comfort that the planning and execution of a cybersecurity program is quite similar to strategic
planning conducted for other areas of the organization. Directors should inquire whether
management is following these steps in their development of a cyber plan and budget:

n
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Insights and context for directors on this process are as follows:

1.

7.

The principal reason for cybersecurity programs is to protect the organization and increase
the likelihood it will achieve its objectives.

Cyber risk to the organization is a combination of threats executed against vulnerabilities
in the presence or absence of effective controls and culture. If management is assessing
more than 25 types of cyber risk events, then a review of the cyber risk assessment
process is in order.

The cyber risk assessment process should be aligned with the organization’s enterprise risk
management (ERM) assessment methodology (e.g., impact and likelihood).

Cybersecurity programs should be designed based on previously assessed risks. This
drives a top-down, risk-informed cyber program. The absence of risk assessments usually
leads to bottom-up designs that can lack prioritization of efforts and spending.

Similar to 4, cybersecurity roadmaps should cascade based on risk. The highest risks will
be addressed sooner than lower risks. While this sounds highly intuitive, risk-based plans
are still new approaches to many cybersecurity teams.

Cross-functional cyber governance teams will effectively represent the broad range

of disciplines within an organization.

Boards should insist on a repeatable set of metrics to be reported (see Question 20).

When reviewing cybersecurity budgets, directors should be mindful to look for the right
combination of factors.

1.

Is management hiring or contracting adequate numbers of
skilled resources to execute against the proposed plan?

Is management enabling the cybersecurity team with
the technologies, tools and systems needed to be
effective?

Has cybersecurity leadership been granted the
appropriate authority to execute its role effectively?

Has management provided adequate training

to reasonably prevent employees and contractors
from inadvertently exposing the organization
to inbound attacks?

Collaboration with others is now necessary for effective cybersecurity programs. Some

industry groups share information about cybersecurity events, trends, insights, etc. Part
of sharing is asking others about the size of their budgets for operating expenses and
capital programs. Have management share their insights gained through these forums.
If they are not participating in them, find out why.
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Finally, cyber research agencies such as Forrester have published reports and studies to
guide management and the board on industry norms. If a company is just starting on its
cybersecurity journey, spending may have to be higher.

BREAKDOWN OF COMPANIES’ IT BUDGET/DEPARTMENT’S BUDGET THAT WILL BE SPENT
ON SECURITY IN 2018

(BY INDUSTRY)

% of Business Financial

budget services Utility services Public
spent on Retail and and con- and and sector and
security Manufacturing wholesale struction telecom insurance healthcare
0% to 10% 25% 9% 16% 18% 31% 31%

11% to 20% 33% 40% 26% 38% 31% 29%

21% to 30% 18% 19% 23% 32% 20% 21%
Other 23% 33% 35% 12% 18% 19%

Base: 34 to 103 global security technology decision makers at a director or VP level or who to report
tp the CIO (base sizes vary by industry)

Source, Forrester Analytics Global Business Technologies Security Survey, 2018.
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PART B
Attackers, Motives,
and Technigques

9. Who (and what type of attacker) is most likely to successfully
compromise the organization and why?

With regard to threat actors, boards should understand:

¢« which threat actors the organization faces

¢ what the organization does or has that may interest threat actors

e any steps management has taken to mitigate the risk of a repetition of any threats
already perpetrated against the company or its industry

¢« whether the management is staying abreast of current cyber threats by reading cyber
threat intelligence reports that can be actioned

¢ that management is providing meaningful cyber threat and awareness briefings
on a regular basis.
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10. How is the organization likely to be breached?

Before understanding how the organization may be breached, management must first
understand the environment. Understanding what is most important to achieving the
organization’s aims and strategic objectives will enable informed cybersecurity decisions
to be made. A risk assessment will discover the strength and vulnerability of cybersecurity
controls. This assessment will tell the board how the organization might be breached,
the likelihood of such a breach and its potential impact.

Most importantly, by understanding how the organization might be breached, the board can
decide where to invest financial and other resources to mitigate current and emerging threats.

There are many ways an organization can be breached; the next section provides insight
into how to manage these risks. Threats can come from a third party, supplier, be internal
or (depending on the organization’s industry) a cyber criminal organization or nation state.

Boards should verify management has done the following to reduce the impact of a breach:

¢ completed a risk assessment to provide information as to what cybersecurity controls
are in place and any potential gaps in defences

¢ checked that the tools and processes are in place to enhance the visibility of the
organization’s environment and that management understands the organization’s
threat landscape

e conducted a threat-modelling exercise based on the results of the risk assessment and
analysis of the threat landscape to simulate how the organization may be breached.

Note: A risk assessment is a snapshot at just one moment in time. It should be constantly
updated along with other risk-mitigation plans.

15
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PART C

ldentify What |Is Most Important
to the Organization and How

it Is Vulnerable

11.

How has management defined and located the most valuable
digital and physical assets (aka “Crown Jewels”) that could
be compromised by a cybersecurity attack?

The NIST Cybersecurity Framework (CSF) was developed knowing that not all information
and system assets can be protected all the time from every conceivable threat. Organizations
will never have the resources, financial or human, to protect 100% of their valuable assets.
As a result, management will have to determine some classification for assets and then take
action to protect them using appropriate controls. The most sensitive assets are often referred
to as “Crown Jewels,” giving them a special status within an enterprise.

The most common crown jewels include:

. personal data for current and former customers, employees, contractors and investors

. pre-released financial information, merger and acquisition insights, contracts, business
agreements, litigation documents, etc.

. intellectual property including designs, network diagrams, recipes, patent
applications, etc.

. information and operational technology such as supervisory control and data
acquisition (SCADA) systems, customer relationship management applications

. any system/application whose disruption, would have a significant impact on operations

. any system/application whose abuse or compromise could have significant fraud
implications.
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For example, the personal information of an organization’s customers and employees
is a very sensitive asset. Loss or theft requires public notification of the individuals affected
and, quite often, of a federal or provincial privacy commissioner. An enterprise may also
classify its financial data as very sensitive before public release. The price list of goods
or services may or may not be sensitive depending on the nature of the business. The more
sensitive the data, the tighter and more restrictive the controls needed.

Less certain is whether management considers email a sensitive corporate asset. They should
consider, however, that most inadvertent disclosures of sensitive information happen through
email. Even more difficult is identifying some of the systems that control the operation and
use of information assets. A crown jewel can be both an information asset and a system
or application. Some crown jewels are also paper assets such as signed customer contracts.

Directors should ask management:

. Have you established the data classification schema?

. Have you specified the protective controls required at each level?

. What is the current state of the most sensitive data being protected to the level required
by policy? For example, if only 10% of the critical data is protected according to policy,
it shows that there is much more work to do to protect those crown jewels.

. What is the status of an accurate and current inventory of that data, including where
and when it is stored at third-party locations, including the cloud? The accuracy of that
inventory is one of the critical success factors for reducing the risk of that data being
compromised. Management cannot protect information or any digital asset if they do not
know that it is present within its boundary, including when that boundary may be virtual.

Directors should ask management to share the processes for refreshing data classification,
the protective controls to be applied based on classification, and how they maintain an

accurate inventory of those information assets. Even if the budget is limited, the status

of the crown-jewel inventory should be clear.

In general the head of IT is expected to be in charge of developing and maintaining the asset

inventory. However, few organizations have centralized control in just that one person or group.
Human Resources, for example, likely receives all résumés from job applicants. What do they

do with those résumés not needed for current openings? Is the head of Human Resources

as engaged in cybersecurity protection as the head of IT? Cybersecurity risk reduction

is a team effort.

17
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12. Where are the company’s vulnerabilities located in the

corporate IT and operational technology environments?

In overseeing an entity’s strategy, directors should understand the technology their
organization depends on to be successful. Digital technology is dissolving traditional industry
boundaries and creating more opportunities for disruptors to displace incumbents. Although
technology has historically been viewed as an enabler of business operations, today it is widely
seen as a critical driver of growth.

Traditional forms of technology, usually referred to collectively as Information Technology or IT,
were the fundamental platforms that supported the front and back office functions for most
businesses. These technologies were overseen by the chief information officer (CIO).

There are, however, other technology classes that companies use to execute their strategy.
Operational technology (OT) is used to enable the operations of the business. The technology
system that controls the operation of an oven at a bakery or the smelter of a steel factory,

for example, is OT. NIST defines OT as hardware and software that detect or cause a change
through the direct monitoring and/or control of physical devices, processes and events in

the enterprise. OT was not traditionally the focus of cyber attacks as most systems were not
connected to the Internet. This has changed substantially with the pressure on management to
increase efficiency and decrease costs. OT was traditionally overseen by the chief technology
officer (CTO) or the head of engineering.

Directors need to be assured both IT and OT are included in a comprehensive cybersecurity
program. Too often the CIO and CTO are siloed; as a result, the cybersecurity program is not
kept equal in both areas. A fully mature IT cybersecurity program becomes less effective if the
OT environment is connected to it with fewer controls. The organization may be even more at
risk if there are differences. Directors should ask management about the cybersecurity culture
across both technology groups.
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The table below highlights the forms of IT and OT systems.

INFORMATION AND OPERATIONAL TECHNOLOGY EXAMPLES

Information Technology (IT) Operational Technology (OT)

point-of-sale (POS) cash registers

heating, ventilation and air conditioning (HVAC) control system
baking furnace control system

CCTV network

building management systems

email system

customer care and billing system
financial system

ERP system

client-facing website

The connection of more and more devices to the Internet (i.e., the Internet of Things (loT))
is enabling many corporate strategies. From fitness trackers to home automation to vehicle
telematics, these devices create data that can instantaneously help both the customer and
the company that provided them.

All these technologies are vulnerable to compromise.

Directors must ask management to:

e identify which vulnerabilities are relevant to the entity and put in place steps to reduce
either the likelihood or the impact of the compromise (or both)

e describe the actions being taken such as technical risk assessments, penetration testing,
vulnerability assessments, etc. so that a defensive course of action can be developed.

People are the core of management’s ability to detect and respond to compromise attempts.
For example, management could use a “red” team (i.e., a group of highly skilled external
professionals) to make a simulated cyber attack on the company to show how they could
compromise the environment. The information derived from this exercise would then be used
to build better capabilities to detect similar activity and potentially reduce the impact
of a compromise attempt.

RED TEAMING AN ATTACK TO DETERMINE VULNERABILITIES

Lateral
Data Movement

Red Team Operations Analysis
Attack Life

Internal
Recon

Initial Established Escalate Exfiltrate and

e Compromise Persistence Privileges Complete Mission
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13.

Directors should inquire about the assessments management is undertaking, why those
assessments are sufficient, and what programs, such as training, process changes, new
detection technologies, etc. are recommended. If directors are not comfortable assessing
management’s answers to their questions (i.e., competently challenging the answers), they
should engage external cybersecurity professionals to provide another perspective.

How does management confirm that its third-party
cybersecurity risks (e.g., contractors, suppliers and
partners) are being managed effectively?
The NIST Cybersecurity Framework, mentioned previously, is now in Version 1.1 (April 2018).
One of the key changes from version 1.0 is
an emphasis on the importance of supply
chain risk management (SCRM), illustrated
in the adjacent Figure, in the reduction of
cybersecurity risks. Companies today do not
operate entirely on their own; they interconnect
with clients, suppliers, buy equipment, sell used
equipment, share information with external
parties, regulators and others. Management
must ensure its information controls are as
strong, or stronger, when their data is:
¢ in the possession of those parties
e being transmitted to or from those
third parties
* no longer needed by those third parties.

There are three fundamental elements management must have in place and that directors
should therefore inquire about before data is exchanged with or obtained from third parties:
1. policies

2. contracts

3. service level objectives/agreements

To help employees and other key stakeholders understand their responsibilities for data,
policies should be written and periodically updated. They should specify the acceptable use
of technology; the collection, use, protection, sharing and disposal of data, etc. Policies
set the guideposts for an organization and are used as the basis for training, systems
development and acquisition, discipline, etc. One such policy is the enterprise privacy policy
which should clearly describe how an organization will address the generally accepted privacy
principles (GAPP) over the use of personal information.
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The primary mechanism for the relationship between entities or parties is a commercial
contract. Historically, companies would pay little attention to the clauses on information
exchange, but, as version 1.1 of NIST articulates, those clauses are now critical to reducing
cyber risk. Management should contractually obligate third parties to protect data, participate
in resilience exercises, and maintain the confidentiality, integrity and availability (CIA) of data.
Clauses should also be added to existing as well as new contracts to specify third-party liability
for damages arising from their actions. These will be difficult to negotiate before an incident
but will be impossible to negotiate after.

The board should note that one of the key contractual terms will be the entity’s right to audit
the third party’s compliance with the information protection clauses. Just because a third party
says it will perform background checks on key personnel, for example, there will likely be no
assurance it has actually done so. Moreover, most third parties will not allow their customers
to actually enter their premises and observe controls in action.

Companies use system and organization controls (SOC) reports to demonstrate to their

clients what controls are in place and how effectively they are working over a period of

time. Management will likely have to rely on these reports from key suppliers rather than
actual audits.

Directors should ensure that:

¢ policies consistent with the entity’s strategy are in place and current

¢ the entity is appropriately protected through commercial contracts

e there is sufficient assurance the connected third parties are behaving consistently
with their obligations.
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PART D

Effective Security Protection

14. What is management’s “defence-in-depth” strategy for

combining layers of protection for the organization’s most
valuable assets?

Defence-in-depth combines multiple layers of security to identify potential threats and
vulnerabilities, protect the organization against internal and external attacks, detect anomalous
behaviour, respond effectively to attacks, and efficiently restore the organization to standard
operating conditions.

Each layer should combine internal and external resources, security software and hardware,
and processes that enable these elements to work together. No single combination of security
layers will apply to all organizations. In fact, different security configurations can be equally
effective within the same organization.

So how can non-technical boards play a governance role in this complex discussion? The
answer is to refer to a security framework such as NIST to organize governance discussions.
Directors can use the five NIST CSF elements (i.e., Identify, Protect, Detect, Respond, and
Recover) as a basis for governance questions. Refer to the table below as an example.



DEFENCE-IN-DEPTH

Security
Layer

Examples of Security

Identify e governance
* cyber threat and risk assessments
e security vulnerability assessments
e threat intelligence
* asset management

Part D: Effective Security Protection

Key Governance Questions

How is management identifying the
key security risks to the organization?
Where are the organization’s security
blind spots?

Protect * identity and access management
e awareness and training
e data security
e device and asset security
* firewalls
* patching
e phishing campaign

Is management relying on inputs from
a cyber risk assessment to design their
protection strategy?

How does the organization maintain
security protection during periods

of change?

Detect e security monitoring (e.g., SOC)
¢ anti-malware software
* detection software
e proactive hunting for any malicious
presence in the systems
* compromise assessments
* behavioural analytics

How does management measure its
detection capabilities?

How does management learn and
improve from past breach attempts?

Respond ¢« incident response

plans and processes

¢ security forensic analysis

¢ response communications
(internal and external)

M response services

Does management have a well
rehearsed response plan in place?
When does the board need to play
a role in response?

Recover ¢ business continuity plans
* data and system restoration/
disaster recovery
¢« redundant systems

Has management tested actual
recovery techniques?
Were they successful?

15. How is management creating accountability for each
component of the security program?
Whenever a post mortem is held on an incident, it is interesting to observe the behaviour
of the participants in the room. Is there “finger pointing” such as, “No one knew marketing

had that customer database connected

to the Internet”? Is there “denial” such as,
“No one said it was my job to perform

a criminal background check on the
administrator. How was | to know they
had a history of using insider information?”
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Without accountability, no one feels it is their duty to actively protect the entity. If the CEO
does not reassign accountability, the CEO will be accountable for the performance of the
cybersecurity function. This is not ideal since another element of accountability is having the
competence to effectively execute the requirements of the role; not all CEOs are skilled in this
area.

Most organizations today have a role identified as the chief information security officer (CISO).
It is becoming more common for the CISO to be the accountable individual who oversees the
planning, building, executing and reporting on the cybersecurity activities within the entity.

Whom the CISO reports to is also changing. Traditionally, the CISO reported to the head of
IT (i.e., the CIO); however, there can be governance conflicts between the CIO and CISO and
these need to be clearly understood.

Directors should be asking:

¢ Who is accountable for cybersecurity within the entity, and what skills and experience
does that person have to be competent in their role? Is that person clearly recognizable
as the leader of the cybersecurity function? Is there a need for a CISO, if one does
not exist?

¢ How have any conflicts in reporting structure been addressed by management?
Is the CISO free to speak without fear of reprisal?

¢ Who are the successors to the incumbent? Experienced and qualified security personnel
are often heavily recruited. If the CISO left with two-weeks’ notice, how has management
built a succession plan that mitigates the risk of a leadership vacuum?

As mentioned previously, cybersecurity is not a technology issue; all executives and their
departments play a role in reducing cybersecurity risk. The person in the accountable role
(e.g., the CISO) must take steps to document the roles and responsibilities of the key cyber
functions within the entity.

Key areas for which directors should ensure management has responsibilities in place are:

1. Cybersecurity strategy
This is the two-to-three-year plan for reducing the likelihood and impact of a cyber attack
on the entity’s vulnerabilities. This strategy is likely to follow a framework such as NIST
CSF described earlier.

2. Data Classification and Asset Inventory (aka, Crown Jewel Assessment)
Not every information asset can be protected everywhere and at all times. A program
must be in place to identify which data assets are most important and how they should
be protected.
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3. Continuous/Ongoing Threat Risk Assessment
New threats arise daily whether from the outside or from the disciplining of a troubled
employee with significant access privileges on the inside. Someone must be responsible
for identifying new threats and instigate appropriate mitigation measures. This will include
collaborating with others to gain forward-looking insights.

4. Third-Party Management
Someone must be responsible for dealing with third parties having connections to the
entity’s systems. Third parties must keep the entity’s data secure. The third-party
manager must have the authority to disconnect third parties if they are putting the
entity’s reputation or data at risk.

5. Incident Response Planning and Practice
Someone must be responsible for preparing the entity’s response to any compromising
event. This role can be combined with business continuity management (BCM) or other
disaster recovery and planning (DRP) functions.

6. Training and Awareness
This responsibility takes on additional meaning with the addition of cybersecurity training
to the general training program. Stakeholders to be considered include:
a. customers

employees and contractors

executives and their assistants

investors and board members

third parties.

© 00T

Enhanced training should be provided to those who hold “privileged access” to systems

and accounts, such as senior IT and OT administrators. Keeping these groups aware of their
responsibilities to monitor systems for strange events, such as a phishing email or false text
message, is critical to reducing the organization’s overall risk exposure. As training is often the
first casualty of any budget reduction, directors must ask management how these programs
are being maintained or what risk is being elevated.

Directors should also be asking management in what cybersecurity programs key personnel
have been certified. A well-trained cybersecurity team will have a variety of relevant training
certifications as evidence of a more mature organization.
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16. How does management embed security into the development
of new processes and systems?
Effective security management begins by embedding proper security controls and practices
into the organization’s processes as early as possible; security should not be an afterthought.
Embedding can be achieved by having properly defined security architecture controls and
standards in place ahead of any procurement. At the same time, employees must be educated
in how security enables the organization. A cybersecurity architecture coupled with security
standards will allow the organization to have a “blueprint” for where security is now and the
target state to be achieved.

Unfortunately, the security system is all too often retro-fitted to the existing technologies and
security controls. Price or functionality is also all too frequently the criterion by which a new
process is evaluated and the security function overlooked or not considered.

This approach is sub-optimal as it means the principle of security-by-design has not been
followed. Retro-fitting often delays delivery of the project or product and creates the
perception that security slows down or delays operations.

Security should therefore be part of any procurements or project requirements in the design
and development phase. Security should also be integrated into the project management
office (PMO) process or during any reviews or approvals. Proper security practices such as
integrated security champions will also help build security as a seamless process across the
organization. Depending on the organization’s business and culture, a decentralized security
resource embedded within business units may be appropriate to act as the “voice” of security
during day-to-day activities.

Questions the board should ask management:

e Does the organization have a cybersecurity architecture? Is it maintained and up to date?

e |s cybersecurity included in the requirements of any procurement or new project?

¢ Are the security requirements for a new product understood?

«  Are vendors/third parties being asked to comply with security requirements?

e Is there a process in place to validate the effectiveness of the security controls embedded
in the product?

e Is security testing embedded in the development process?
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PART E

Detecting Cybersecurity Events

17. What processes and tools are in place to alert management
when a breach attempt is underway?
One of the most effective ways to enhance a company’s cybersecurity posture is to increase
its visibility. While operational cybersecurity staff and management are occupied with their
day-to-day roles, technology and monitoring can help keep the organization safe. Enhanced
visibility of the company’s security activities and detection capability leads to shorter response
times to prevent or recover from an incident. There are many components to an organization’s
IT infrastructure; detecting cybersecurity events can be achieved through monitoring
of the following:
« endpoints (tablets, phones, laptops, servers)
* |IT network
«  OT network (if applicable).

Establishing the “normal” level of IT traffic as a benchmark will allow observation and tracking
of anomalous activity. Monitoring through a security operations centre (SOC) will enable

the company to track internal and external threats through logging of unauthorised access,
abnormal traffic or theft of data and unchecked escalation of privileges. This can help mitigate
the risk of an insider threat (whether malicious or accidental) and also assist with recognising
where an attack may have come from (attribution) to be able to block or prevent further
contact from that location.

An SOC should be seen as a force multiplier during the time the baseline (i.e., normality)

is being enhanced by machine learning through threat intelligence (i.e., reports from
organizations such as FS-ISAC and CCTX) and the tuning of any sensors by the SOC staff
itself. SOC allows the organization to detect potential cyber breaches through observing and
monitoring for the absence of the normal and the presence of the abnormal. In this way, cyber
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breaches can often be prevented. If a cyber breach does occur, enhanced visibility means
it can be more readily contained and, because of being able to respond quicker, the length
of time the organization is impacted will be reduced.

Questions the board should ask management:

*  What kind of monitoring does the organization have in place (SOC, Endpoint,
Network etc.)?

¢ Does the organization use cyber threat intelligence feeds?

e Does the organization have mechanisms in place such as identity and access
management to prevent malicious insiders?

¢ Is there a connection between monitoring and personnel taking action based
on intelligence?
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PART F

Response and Recovery from
a Breach

18. How are management and the board equipped to respond to,
and recover from, a cybersecurity breach?
The perception of the probability of a cyber breach happening to the organization has shifted
from “/f this happens to us.” to “When this happens to us”. With this is mind, it is imperative
for the organization to be as prepared as possible for that eventuality. This preparation should
go across the spectrum of people, process, technology and data. In terms of process, the
organization should have an incident response plan and playbooks in place. The plan is the
“what” and the playbooks are the “how”. The way the plan is implemented will depend on the
type of cyber attack (i.e., internal or external, a disruption of operations vs a data compromise).

Incident response roles and responsibilities should be documented and understood, including
communication to both internal and external parties. These parties may include the following:

Internal Communication External Communication

regulatory bodies
third parties/vendors
customers/clients
media/news outlets
social media

law enforcement

¢ employees (consider affected and
non-affected)

* executive

*  board

¢ shareholders
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With increased mandatory breach notifications because of the introduction of regulations
such as PIPEDA in Canada and GDPR in Europe, mandatory disclosure of privacy violations
may be triggered by the occurrence of a cyber incident.

Things the board should consider before a cyber breach occurs:

Has management devised a meaningful cyber incident response plan and playbooks?
— This should be refreshed annually.
— This should be cross-functional across multiple business units; a cyber breach typically
involves IT, cybersecurity, HR, legal and communications.
Has the IR capability, including the plan and playbooks, been tested through breach
simulations and/or table-top exercises?
— The board can be involved in this as spectators or as participants as the incident
escalates.
— The most objective and effective way to do this is through third-party facilitation.
As the organization matures, third parties such as law enforcement or vendors can
be involved.
Does management conduct backups on a regular basis (critical applications at a minimum)?
This will enable an easier and quicker restoration, if required.
Discuss the strategy around when the payment of extortion may be a viable option during
a cyber incident or a ransomware attack.

Things the board should consider during a cyber breach:

A well-prepared and rehearsed team will consult with or inform the board of anything
significant such as media statements, regulator notifications or any brand or reputational
damage. The plan should be enacted and followed. This will be challenging to do as

the organization will be completely engaged in resolving the incident; the incident
management team will be focusing on getting the organization back to an acceptable level
of operations and in investigating and fixing the incident. The plan should have thresholds
for severity and therefore priority, which define which groups of business units should be
engaged and at which point. It should also provide guidance as to when the board should
be informed. Typically, this will occur if brand or reputation may be impacted, if there have
been any regulatory violations or significant financial impact. The board should enquire
whether management has these escalation processes in place.

Things the board should consider after a cyber breach:

Verify that management has conducted root-cause analysis as to why the breach happened.
— Be sure any remediation steps have been taken such as enhancement of controls,
deprovisioning of accounts, training etc.
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¢ Check to see that management has put in place a short-, medium- and long-term strategy
to minimise the possibility of this happening again?

¢ Bring the lessons of the breach back into the preparation phase. Below is the SANS
Incident Response Process, which shows the steps management should take before,
during and after a cyber breach.

Q o ==

Containment
Preparation Detection Eradication Post-Incident
& Analysis & Recovery Activity

19. What is management’s cyber insurance strategy?
Cyber insurance is an emerging offering with growing demand. It offers new opportunities
but may also dangerously expose the organization if not understood or managed properly.

Cyber insurance will not reduce the likelihood of a cyber breach happening or help an
organization detect or prevent a cyber event or incident. It will, however, allow the organization
to transfer some risk to its insurance provider. Cyber insurance gives the organization a control
that could reduce the financial impact and/or allow a quicker recovery to an acceptable level
of operations.

Below are the four ways in which risk can be managed, and where cyber insurance can act
as a risk transference option.
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